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MODELLING OF CONTROL SYSTEMS
IN INFORMATION CONFRONTATION BASED ON
THE APPLICATION OF NEUROPHYSIOLOGY, HYPERCOMPLEX NUMBER
THEORY, AND CHAOS THEORY

Purpose of the article. The purpose of this study is to investigate and define the conceptual foundations for an
interdisciplinary synthesis of methods based on neurophysiology, cybernetics, and hypercomplex mathematics for the
development of universal models of complex control systems in information confrontation. The study further aims to
establish, grounded in the theory of hypercomplex dynamical systems and associative-projective structures, a framework
for the practical formalisation of complex control system models with multidimensional, non-commutative interactions,
enabling an adequate representation of their functioning as objects of information confrontation within a reflexive model
of information conflict.

Research methods. The study employs methods of systems analysis, neuromorphic modelling, hypercomplex
mathematics (in particular, quaternion algebra), chaos theory, and Lyapunov’s direct method for stability assessment.
The proposed methodological approach enables the formalisation of information-confrontation processes and the
stability analysis of complex control systems without the need to solve the complex dynamic equations of motion of
unmanned aerial vehicles.

Research results. For the first time, a concept for modelling complex control systems under conditions of
information conflict is proposed, integrating neurophysiological approaches, hypercomplex number theory, chaos theory,
and Lyapunov functions. The approaches to formalising processes of destructive information interaction and decision-
making in complex control systems have been improved. The modelling of information confrontation has been further
developed through the construction of a generalised model that integrates the interaction between opposing parties with
the “cognitive” model of the control system. The effectiveness of the proposed approach is validated through a case study
involving the interaction between unmanned aerial vehicle control systems and electronic warfare systems.

Scientific novelty. The scientific novelty of this work lies in the formalisation of information warfare processes as
a nonlinear dynamic system with elements of chaotic behaviour, within which the influence of destructive factors is
interpreted as a diffusive process of information energy degradation. A new approach to modelling complex control
systems is proposed, based on a hypercomplex representation of states and neuromorphic associative-projective
structures, enabling the integration of cognitive, informational, and technical components within a single formalised
model.

Theoretical and practical significance. The theoretical contribution lies in developing a unified methodological
[framework for modelling complex control systems at a high level of abstraction. The practical significance lies in the
applicability of the proposed models for assessing the stability of control systems, enhancing the effectiveness of electronic
warfare systems, and supporting the development of decision-support systems in cybersecurity and military command
and control.

Keywords: model, neural network, information warfare, cybersecurity, artificial intelligence, cyber influence,
electronic warfare, stability, electronic communications.
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Introduction

Problem statement. The present moment of time is
characterised by intensive development of methodological
foundations in the field of formalised description of
complex control systems (CCS) in information
confrontation (IC), which is caused by the evolution of
hybrid wars and conflicts of high intensity of modernity
towards rapid informatisation and robotisation of all
processes of conducting armed struggle. A tendency has
been formed and is becoming dominant, of rapid growth of
the need to achieve superiority in the «confrontation for
information» in all spheres of struggle for dominance —
economic, military, political spheres, etc. This tendency is
especially inherent in the sphere of conducting hybrid wars
and military conflicts of high intensity, where dominance
in the information space has become an integral condition
of victory, a vivid example of which is the war of russia in
Ukraine. He has caused active research of general-system
and organisational problems in such important spheres of
struggle for information as electronic warfare and
information warfare [1; 2; 3; 4; 5; 6], introduction into
practice of information confrontation of a new ideology of
development based on the principle of asymmetric
adequacy.

One of the priority directions of further research in the
defined field is the development of mathematical apparatus
and instrumental hardware-software means (complexes) of
modelling objects, phenomena and processes of IC.

The model of confrontation in the information space, in
the general case, contains two components, as shown in
pic. 1:

model of the process of IC (model of interaction of the
control system and the destructive influence of the
adversary within the information conflict). This model
allows for the description of the destructive influences of
CCS on each other and actions for protection from such
influence. For example, influence on the system of special
electronic communications of the state control system by
means and assets of EW or cyber influence of the
adversary;

model of decision-making by objects of information
confrontation (for example, a model of the state control
system that describes how CCS «thinks»). This model
allows formalising the internal processes of information
generation and processing in control bodies, the
corresponding destructive influences on these processes,
and protection against them.

Model of the process of information Model of decision-making

confrontation (model of interaction Model ‘?f ) by objects of information
of control systems within the confrontation in confrontation (model of a
framework of an information the mformation complex control system)

Picture 1 — The structure of the conflict model in information confrontation

Existing approaches to modelling CCS, taking into
account the required level of abstraction of representation
and the classes of problems being solved, do not fully make
it possible to represent the structure of hierarchical
transformation of information in them. This is explained by
the fact that the description of any complex system in the
form of physical, mathematical, logical, simulation,
algorithmic and/or other models and formal descriptions
constructed on the basis of any axiomatic theory is
characterised by fundamentally irreducible incompleteness
and unproven consistency.

The solution of this scientific problem, in the opinion
of the authors, lies in the development of new approaches
to modelling at a higher level of abstraction of
representation, which arise as a result of solving a problem
posed in one of the subject domains by methods and
approaches from another subject domain. This will make it
possible to represent in a generalised way the modes of
functioning of real CCS, and, from unified positions, to
identify and describe the mechanisms of their behaviour as
participants in information confrontation.

Literature Review. Contemporary research in the field
of modelling complex control systems under conditions of
information confrontation is characterised by a
multidisciplinary approach that integrates methods of
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cybersecurity, control theory, artificial intelligence,
nonlinear dynamics, and digital information technologies.

In the works of Ukrainian scholars, considerable
attention is devoted to the formalisation of information
influence processes and the evaluation of the effectiveness
of information operations. In particular, study [1] proposes
models for the implementation and assessment of
information operations, enabling the structuring of
information confrontation as a research object. Study [2]
addresses the modelling of psychological influence
considering neuropsychological processes, thereby
extending traditional approaches to information security
through the inclusion of a cognitive component. Work [3]
focuses on modelling the monitoring of the cognitive
information space, which is essential for ensuring
situational ~awareness and detecting  destructive
information influences in real time.

A significant contribution to the study of the security of
complex technical systems is presented in [4], where
approaches to the protection of cyber-physical systems are
systematised, including classes of threats, vulnerabilities,
and countermeasures. This allows complex control systems
to be considered as integrated cyber-physical entities
sensitive to multi-level impacts.
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The theoretical foundation for modelling complex
systems is formed by the principles of nonlinear dynamics
and chaos theory, as described in [5]. These principles
enable the description of unstable operating modes, critical
transitions, and self-organization effects in complex
dynamic systems. Additionally, modern approaches to
neural network applications, particularly complex-valued
neural networks [6], expand the capabilities for modelling
multidimensional processes and hidden dependencies in
complex control systems.

A separate research direction is associated with swarm
systems and cooperative multi-agent control. Study [7]
analyses the structure of swarm systems and interaction
challenges, while [8] generalises modern approaches to
cooperative control of unmanned aerial vehicle formations,
including coordination algorithms, distributed decision-
making, and ensuring the robustness of these complex
distributed dynamic systems.

Significant progress has also been achieved in
intelligent data analysis methods for cybersecurity tasks.
Study [9] provides a comparative analysis of deep learning
approaches for intrusion detection, confirming the
effectiveness of machine learning techniques in processing
large volumes of security events and detecting anomalies.

A promising direction is the application of the digital
twin concept in the domain of information confrontation
and cybersecurity [10]. The implementation of this
approach enables the integration of real systems with their
virtual counterparts for behaviour prediction, risk
assessment, optimisation, and adaptive control to enhance
overall system effectiveness.

Thus, the review of contemporary research
demonstrates active development in several areas,
including modelling of information influences, cyber-
physical security, intelligent data analysis, multi-agent
systems, and digital twins.

Despite the significant number of scientific works
devoted to individual aspects of modelling complex
dynamic systems, a number of unresolved scientific and
applied problems remain.

First, existing approaches to modelling information
confrontation [1-3] are mostly focused on individual
components of influence (informational or cognitive)
without integrating them into a unified formalised control
system model.

Second, cyber-physical security models [4] do not fully
account for the dynamic nature of information influences
and their interaction with control processes in real time.

Third, theoretical approaches of nonlinear dynamics [5]
and neural network modelling [6] are typically applied in
isolation, without integration into applied security
management systems.

Fourth, research results in the fields of swarm systems
[7; 8] and machine learning methods for cybersecurity [9]
are not sufficiently adapted to the management of complex
information systems under destructive influences in
information confrontation.
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Fifth, although the digital twin concept [10]
demonstrates significant potential, its application to
security event management requires further formalisation,
particularly in terms of integration with decision-making
models, threat prediction, and adaptive response
mechanisms.

Therefore, the above indicates that a pressing (relevant)
scientific and applied problem is the development of an
integrated approach to modelling complex control systems
that combines nonlinear dynamics methods, intelligent
data analysis, cognitive modelling, and digital twin
technologies within a unified security event management
framework.

The purpose of the article is research and
determination = of  conceptual  foundations  for
interdisciplinary synthesis on the basis of methods of
neurophysiology,  cybernetics and  hypercomplex
mathematics of methods of development of universal
models of complex control systems in information
confrontation.

Determination on the basis of provisions of the theory
of hypercomplex dynamic systems and associative-
projective structures for practical formalisation of models
of complex control systems with multidimensional, non-
commutative interactions for description of the essence of
their functioning as objects of IC within the framework of
the reflexive model of information conflict

Research Results

Let CCS X in IC be modelled, in which the adversary
applies measures and complexes (means) of destructive
influence on information and electronic warfare. Under
CCS we will understand an object of IC that exists in time,
is subjected to various types of information and electronic
influences, reacts to them by change of its states and has
the ability to manifest these reactions in one form or
another. CCS X within IC is characterised by nonlinearity,
emergence, self-organisation (synergetic of 1. Prigogine)
and high interconnection. The object's external and internal
connections are complex, diverse, multidimensional,
nonlinear, and difficult to formalise using statistical
methods. The methodology of modelling CCS as an object
of IC must include stages known in the theory of cognition,
pic. 2.

Let us consider in more detail the first and second stages
of modelling. The task of the third stage is a separate
complex scientific and technical problem, goes beyond the
scope of this article, and ways of its solution will be
considered by the authors in further research. In works [10;
11] conceptual foundations of modelling of human
intelligence are developed and formulated. Generalization
of results of into the field of modelling CCS — objects of
IC made it possible to formalize CCS in IC as an object
with functions of human intelligence [10; 11]. At the same
time, the image for modelling CCS — object of IC has the
following form, pic.2.
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Methodology for modelling complex control systems

/«\

Stage I — direct observation
of the modelling object
(CCS — object of nformation
confrontation)

Stage II — abstract thinkng in
modelling CCS as an object of
information confrontation

Stage III — practical verification
and application of the CCS
model as an object of
nformation confrontation

Picture 2 — General steps in the modelling methodology complex control systems — object information confrontation

According to pic.2, it is proposed to represent CCS in
IC as a certain object endowed with its own «intelligence»,
subsystems of control objects and effectors, methods and
means of control of a complex system and its interaction
with an opposing control system (group CS). Control of
CCS is carried out on the basis of operating with models of
its states aimed at achieving the required effectiveness of
functioning of the system within IC. Let us represent CCS
in IC in the form of an interconnected set of subsystems
that implement the main functions of CCS within the
framework of the neurophysiological concept of brain
activity of a human.

The structural-descriptive model (SDM) of CCS —
object of IC is presented, pic.3. Let us specify the
functional purpose of each of the subsystems of SDM,
pic. 3 and the order of their interaction. In particular, in
SDM the following subsystems can be distinguished:

® — subsystem of development of laws of formation of
models of states and strategies of actions of CCS under
conditions of information confrontation;

Y — subsystem of control bodies (decision-making)

about the state of the complex control system;

R subsystem of sensors (receptors), which
characterise the state of the system at discrete moments of
time. The subsystem contains: sensors that register
influences on the system from the external environment R,
(information influences on CCS of the opposing side);
eceptors of internal influences R, on the state of CCS;

3 — subsystem of storage of models of a priori known
states in which CCS can be during the process of IC;

T — subsystem intended for the transformation of
external influences (types of energy), which are not
perceived by sensors of the subsystem R, into those
perceived;

O — subsystem of objects (elements) of control in CCS;

N executive subsystem, which forms, according to the
indication of the decision-making subsystem ¥, control
influences on objects of control of CCS and elements of the
opposing control system;

9 — subsystem that amplifies formed control influences
to the level necessary for perception by control objects.

Opponent

Picture 3 — Structural-descriptive model of a complex control system — an object of information confrontation

The structural-descriptive model, pic.3, by analogy
with the model of neuro-brain activity of a human [10; 11]
allows determining the procedure of creation of models of
current states of CCS — object of IC of any level of state or
military, etc. It also classifies and describes, in the
language of a feature dictionary for recognition, possible
states of CCS in IC.

The feature dictionary is formed on the set of reactions
of sensors (receptors) subsystem $R. Subsystem R is an
analogue of the receptor field of the human brain and
determines the order of actions of CCS for each state
(forms the set of rules «state — reaction»). Information
about the results of formation of the description of the
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alphabet of classes of system states in the language of the
alphabet of features, as well as about the formed set
«state — reaction», is transferred to the decision-making
subsystem V.

In the decision-making subsystem ¥, based on the
obtained description of the current state of the system in
the language of features subsystem R, a control influence
is formed. his influence activates one of the models in the
memory subsystem J, inhibiting (reducing the level of
activity) of the others. As a result of the competition of
activity of models, recognition of the current state of CCS
under conditions of IC is carried out. Subsystem V¥
performs functions analogous to the system of excitation—
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inhibition (SEI) of network intelligence [10].

Subsystem 3 is a «storage» of a priori known states of
the control system and can be identified with human
memory. Models of new states of the system, created
during the process of learning of CCS, are also placed in
this subsystem. Coordination and amplification of external
types of energy to the level of perception by sensors
(receptors) is carried out by the corresponding
subsystem T.

On the basis of the recognised current state of CCS, a
command is issued to the subsystem 3 executive bodies N,
which forms influences on control objects of CCS
(subsystem O) or elements of the opposing control system
(group CS). The formed types of influence are amplified in
the amplification subsystem 3 to the required level. The set
of connections between elements of SDM constitutes the
information-communicative environment of CCS, which,
in essence, is an analogue of the human nervous system.

For achieving the required unity of understanding of
obtained results, let us formulate for CCS, presented at
pic.3, and SDM.

Intelligence of CCS — a set of means and control bodies
of CCS based on recognition of models of their current
states in order to achieve the required effectiveness of their
functioning within IC. Structurally, the intelligence of CCS
includes the corresponding subsystems ¥, @, 3, R and the
information-communicative environment ¥ and describes
the model of interaction of the complex system with the
opposing side.

Subconsciousness of CCS — the process of interaction
of models of the memory subsystem 3, hat are weakened
(inhibited) by the influence of the decision-making
subsystem W. Provides preparation of models for their
transition into the area of consciousness of CCS and
performs the formation of images for recognition of the
current state of the system.

Thinking of CCS — the process of competitive struggle
of active models in the process of decision-making, which
is determined under control of the corresponding
subsystems ¥ and @.

Idea of CCS — a model of the memory subsystem 3,
strengthened by a control signal of the decision-making
subsystem at a given moment of time.

The structural-descriptive model, pic. 3, can be
concretised in relation to any complex control system in an
information conflict at any level of abstraction. For this, it
is necessary to fill each component of SDM with specific
content, pic.3, CCS. Interconnections between subsystems
SDM are described within the framework of the model of
the information-communicative environment CCS. At the
same time, models of a lower level of abstraction are the

E(t)>E  AL(t)> 1 AM(t)>M  AT(1)>T,

M., T

min > ~ min

where E ., 1

'min > ~ min >

partial conditions are defined, reduction below which leads

— threshold values of

«building material» for the development of more general
models SGU. Elements of each level are systems of the
previous level of abstraction, in which properties of a
higher-level system are already embedded.

A practical consequence of the application of the
proposed approach was the possibility to formulate
conceptual conditions of non-fulfilment by CCS of tasks
according to their purpose (conditions of control
disorganisation) under conditions of information
confrontation using basic axioms of artificial intelligence:

axiom of resource. The intelligence of CCS functions
only in the presence of a sufficient energy flow in the
system. Energy E (1) must always be greater than zero;

axiom of consistency. The intelligence of CCS can
make correct decisions only under the condition of absence
of internal contradictions in data. When making a decision
in CCS, the same data (statements) cannot simultaneously
be true and false;

Axiom of hierarchy of goals. The intelligence of CCS
can act correctly if a uniquely defined priority goal
(motivation of CCS intelligence) is determined. Motivation
M () must be either 0 or 1;

Axiom of synchronisation. The intelligence of CCS can
make correct decisions only within the limits of a critical
time interval for the fulfilment of the condition of
operability. The delay Af of decision-making by the
intelligence of CCS must not exceed a critical value 7 .

The proposed concept of modelling CCS in IC allows
formalising CCS not simply as a hierarchy of orders and
reporting documents that are operationally executed by
subordinates, but as a substance that possesses
«intelligence».

The intelligence of CCS is «fed» by four processes,
random in the general understanding — energy E(¢),

information 7 (r), goal (will, motivation) M (¢) and time.

It is required that the value of each process is normalised
within the limits from O to 1. Such representation allows
forming a generalized indicator of evaluation of
effectiveness of control disorganization D the intelligence
of CCS performs its functions only when the value of each
of the listed processes exceeds a certain (for example,
experimentally, through expert assessment, etc.) threshold
value. For example, — 0.4 for energy, 0.4 for consistency of
data, 0.5 for clarity of goal (motivation) and 0.6 for
reaction rhythm. Let us call these indicators partial
conditions of correct thinking of CCS. Then the
intelligence of CCS performs its tasks (CCS thinks
correctly) if and only if the conjunctive form of conditions
of correct thinking of CCS has the value «TRUTH».

minl 4 (1)

to impossibility of making correct decisions by the
«intelligence» of CCS in IC.

D(t) & E<04VI<04M <0.5/' T <0.6, @)
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where D (t) — A function of possibility of making correct

decisions by CCS in IC.
Then it is possible to write a generalised criterion of

17
05

D(t)

«shutdown of intelligence» (generalised numerical
criterion of control disorganisation) of CCS in information
conflict in the following form:

E+I+M +T >2.5(action)
E+1+M +T <1.9(paralysis)

€)

undefined, 1.9<E+1+M +T <2.5(chaos)

Application of expressions (1) — (3) allows formulating
a general strategy of control disorganisation of the
adversary in IC, such that in the control system of troops
of the adversary, correct decisions are not made, that is,
CCS enters a state of «intelligence shutdown». For this it
is necessary artificially to achieve violation of one or
several basic conditions of normal functioning of the neural
network of the «brain» of CCS (1), (2).

Application of the proposed concept in practice allows
modelling control systems of troops (forces) and weapons
as a deep neural network, where each unit — is a layer of
neurons, the headquarters — is an output classifier. Then
«intelligence shutdown» (disorganization) of CCS based
on Al —is a gradient collapse (or vanishing gradient) — this
is a problem that arises during training of deep neural
networks using gradient descent. It consists of the fact that
gradients (derivatives of the loss function with respect to
parameters of the model) become very small during
propagation backwards through layers of the network.

This leads to the fact that weights in initial layers are
updated very slowly or do not change at all, which
complicates or makes impossible the training of deep
models. In such a situation, CCS based on Al loses the
ability to update weights of connections and make correct
decisions and forecasts. Such an approach is a direction
that ensures disruption of the functioning of artificial
intelligence integrated into CCS, for example, CCS troops
(weapons) equipped with integrated Al.

For software implementation of association-forming
applications, associative-projective neuromorphic
networks (APNmN) are used. In modelling of objects using
such NmN formation of associations can be solved on the
basis of the formation of NmN of connections and
associations due to the intersection of subsets of neurons
that are part of concepts [12; 13].

Neural networks that model the functioning of CCS as
an object of IC must have a hierarchical associative
structure, at each hierarchical level neurons are connected
with each other by associative connections, forming neural
ensembles (NE), and between levels connections are
projective, the characteristics of which do not change
during the functioning of the network. Such structures are
known as associative-projective (AP-structures). The basis
of hardware implementation of such APNmN-structures
are AP-neurocomputers [12].

APNmN-structure, which formalises the structural-
descriptive model of CCS, contains the following
components:

input neural fields (implement subsystems of SDM of
the complex control system). In them, ensembles are
formed that correspond to different features (feature-
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ensembles) of situations and states of components and of
CCS as a whole;

a block of formation of associative description of each
feature and a «dictionary of neural ensembles-features» for
recognition of situations and states, which are transmitted
to the ensemble block;

a block of ensembles corresponding to combinations of
elementary actions of opposing control systems on the
basis of data from different receptors;

a block of recognition of situations of interaction;

a block of formation of images of situations and
information relations;

a block of formation of ensembles corresponding to the
main «concepts» that describe current states of the
modelled CCS in the process of IC;

a block of higher levels, in which the behaviour of CCS
in one or another state is described;

output neural fields (implement subsystems of SDM of
CCS), which form ensembles corresponding to different
sets of actions (reactions) of CCS determined by the results
of recognition of its state. Within each sphere, neural
ensembles are formed due to the existence of associative
fields with variable synaptic connections between neurons,
and exchange of information between spheres is carried out
exclusively by means of projective connections that have
an unchanged structure and synaptic weights.

Modelling of multidimensional connections between
neural fields and multidimensional states of CCS is a
separate scientific problem that is not solved in full. For its
solution it is proposed to apply the mathematical apparatus
of hypercomplex systematics and invariant modelling. This
mathematical apparatus is expedient for modelling CCS
with multidimensional, nonlinear, and non-commutative
interactions, with a synergetic effect, where hypercomplex
numbers (in particular, quaternions, octonions, sedenions,
etc.) are used to model subsystems of CCS. Within the
framework of the mathematical theory of hypercomplex
dynamic CCS in IC, systems can be described in the form
of decomposition into symmetric and skew-symmetric
components, hypercomplex matrices, which gives a model
in matrix form and operator form with emphasis on
invariant modelling.

Without loss of generality of presentation, let us
demonstrate the procedure of formalisation of processes of
destructive influence on CCS in IC on an example. In this
case, we will focus on the formalisation of the physics of
the process of influence of electronic warfare (diffusion
coefficient D), which «dissolves» the information energy
of the APNN in real time. His approach assumes
consideration of the system in a fixed state («instantaneous
snapshot»), which makes it possible to evaluate its stability
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without the need to solve complex dynamic equations of
motion.

Problem statement. Let the control system of a
grouping of n UAVs in an information conflict in the
electromagnetic spectrum be modelled. Each UAV
transmits telemetric data about its own coordinates x, y, z
and communication state (SNR) to m — control points (CP),
which process the data and form commands for correction
of routes and targets.

The control system is represented as an associative-
projective neuromorphic network, where complex
connections between neurons (UAVs and CPs) are
described using hypercomplex (quaternion) weight
coefficients. Let the modelling time be - t (hours).

A grouping of electronic warfare means, consisting of
k units, influences the UAV control system, causing
«diffusion degradation» of connectivity between its
elements with the purpose of bringing the system into a
bifurcation mode and to a complete loss of connectivity.
The influence of electronic warfare means is modelled
using the mathematical apparatus of hypercomplex
systematics and the energy indicators of the stability
function, as defined by the Lyapunov method. In such a
formulation, it becomes possible to move from a primitive
analysis of channel suppression by interference to a
topological analysis of stability, in which the influence of
electronic warfare can be modelled as diffusion
(dissolution) of the Lyapunov function in a quaternion
neural network.

It should be noted that it is possible to pose the problem
of minimizing the «degradation» of associativity,
connectivity, and hierarchy of the UAV control system in
order to evaluate the effectiveness of electronic protection
measures (the problem of maximizing protection
effectiveness), or conversely, the problem of maximizing
degradation for the effective use of electronic warfare
means (the problem of maximizing EW effectiveness).

What needs to be found? It is necessary to develop a
formalised description of the control system of a UAV
grouping in information confrontation with an EW
grouping as an associative-projective neuromorphic
network using the mathematical apparatus of
hypercomplex numbers to integrate spatial coordinates and
energy parameters of the signal into a unified quaternion
space. To formalise the influence of EW means on its
properties  (associativity,  connectivity, hierarchy),
modelling the influence of interference as diffusion
(dissolution) of the Lyapunov function in a quaternion
neural network. To evaluate the effectiveness of the
disorganisation of the UAV control system (stability of the
APNN) using the second (direct) Lyapunov method.

Solution of the problem. Let the complex control
system of a grouping of n UAVs be considered as a
neuromorphic structure, where each UAV is an active
neuron, and the control point (CP) — is a processor of
aggregation and decision-making. At the same time, the
main principles of construction of the model are:

Implementation of the APNN concept in the control
system model. Modelling of the control system as an
APNmN  structure is implemented through three
fundamental principles:

ISSN 2311-7249 (Print)  ISSN 2410-7336 (Online)

50

1. Neuron as a projective processor. Each UAV in the
model does not simply transmit data, but is a neuron-node
of the APNN. The control point performs the role of an
axonal field, where aggregation of states takes place.
Mathematically, this is taken into account in that the output

signal y,, is the result of the projection of the input state

vector g, onto the weight space W through the Hamilton

product:
Vi =W®q “4)

This is not linear addition, but precisely a projective
transformation, where the phase and amplitude of the
signal (SNR) are interdependent.

2. Associativity through quaternion weights. In the
associative-projective neuromorphic network,
«knowledge» or «stability» of the system is stored in
weights W . Associativity here is the ability of the system
to restore a correct control command even under noisy
coordinates. In our model, this is taken into account
through the components of  the weight

w=w, +wi+w,j+wk. If, under the influence of EW,
the norm of the weight |w| decreases below 0.5,

associative connections are destroyed, and the neuron
(UAV) can no longer «recognize» the command from the
control point.

3. Unlike conventional neural networks, where weights
are simply numbers, projective connectivity is used in

APNN. A connectivity parameter A is introduced,

which formalises the «distance» between the ideal state of
the control system and the current state under the influence
of EW. When multiplying A, ®w, ., we model how the

projection of the signal is distorted in hypercomplex space.

In such a formulation, it is possible to pose the problem
of minimising the «degradation» of associativity,
connectivity, and hierarchy of the UAV control system for
evaluating the effectiveness of electronic protection
measures (the problem of maximising protection
effectiveness), as well as maximising degradation for
effective use of EW means (the problem of maximising
EW effectiveness).

The object of research is the control system for a group
of n UAVs. The control system is considered as a
neuromorphic structure, where each UAV is an active
neuron, and the control point b (CS) — is a processor of
aggregation and decision-making. The control system
continuously resides in one of the functional states:

Svtable’Sdegmded’ (state of stable

conn

bifurcation® S failure

control, degradation, bifurcation, and disorganisation,
respectively), depending on the metric of the input
information field. The decision on transition between states
is made on the basis of an analysis of the norm of resulting
quaternion values.

Formalisation of states and functional dynamics of the
UAV control system based on quaternions. The object of
research is the control system as a neuromorphic structure,
where each UAYV is an active neuron, and the control point
(CP) — is a processor of aggregation. The state of each
neuron integrates spatial coordinates and energy into a
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unified quaternion space:
q,(t)=s,()+x,(2)i+y, (t)i+z (1)k,
where ¢, (t) — quaternion of the state of the i-th UAV;

©)

S, (t) — energy parameter (SNR);

X.,Y;,Z; —spatial coordinates;

i, j, k — basis vectors of the quaternion basis.

Connections in the APNN structure are described
through quaternion weights that reflect the hierarchy of
control.

Intra-group  connections (UAV-UAV): Model
horizontal interaction and coherence of the group, the
ability to self-organise. They are described by weights that
ensure phase synchronisation between neighbouring
UAVs. These connections attempt to maintain the system
from collapsing when commands from the control point are
lost, ensuring emergent stability of the swarm. In general

form Wy in the form of:

A. Intra-group connections (UAV-UAV): The
following factors determine the swarm's horizontal
stability

=C

group

Wi

(6)

-(WO +wli+w2j+w3k)

where C

oy — EFOUP connectivity coefficient;

w”...w’ — internal components of the weight that ensure

associative recovery of data.
B. Hierarchical connections (UAV—CP): Determine the
vertical of control and the possibility of route correction:

Wi,ﬂy (t) = 7\’co/m (t) ® Wbase > (7)
where X, =@, +D,,.1 dynamic  connectivity
parameter, where @ — packet integrity, b — phase
stability;

W,... — base hierarchical setting of the control point;

® — Hamilton product operator modelling nonlinear

signal processing y,,, =W, ,, ®¢;.

This is a key operation for the model, since it describes
how EW interference is «applied» to the UAV signal,
changing its phase and coordinates.

Formalisation of destructive EW influence. The
influence of EW is formalised as a nonlinear degradation

operator ﬁ, that changes the metric of the quaternion
space. The influence is realised through:

1. Energy suppression: Dynamic decrease of the scalar
component §; (SNR).

2. Degradation of connectivity: exponential attenuation
according A, to the law:

X conn (t)| =i (O)|_e’7'f()‘)-t’

where € - interference intensity;
v — vulnerability coefficient of the architecture.
General quaternion form of the solution (Hamilton's
product). The process of decision-making and signal
processing in a conflict environment is reduced to the
general form of the Hamilton product:

Vres (t) =D® (Wi,ny (t) ®g, (t))

®)

conn

)
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Decomposition of components:

Scalar part ( Y salar ) :
confidence of the control system in the received data.

Determines the overall

Vector part ( ymm): Contains «vector rotation»,

caused by the skew-symmetric interference matrix, which
leads to disorientation:

yvectur = WOV Tsw+ (WX V)

(10)
The vector product (w>< v) models nonlinear cycles

that are destroyed when entering the bifurcation mode.

Formalisation of the dynamics of the information
conflict between the UAV control system and the electronic
warfare grouping. The dynamics of the conflict can be
described by the equation:

%:W@q—Dqu, (11)

where D — diffusion coefficient arising due to destructive
EW influence (so-called rate of «dissolution» of the
Lyapunov function);

49 _ rate of change of the system state under conflict

dt
influence;

W — general matrix of weight coefficients APNN-
structure;

Vv?q — Laplace operator that formalises dispersion

(loss) of information energy in the network topology.

To evaluate stability, the second Lyapunov method is
used (the Lyapunov function method or the energy function
method):

2
H]

1
V(q)zEHq(t) (12)
where V(q) — Lyapunov scalar function, which expresses

the overall «information energy» CS;
"q(t)" — quaternion norm (the square root of the sum of

the squares of all its components s, x, y,z );
V(q) — time derivative. If due to diffusion D value
V(gq)>0, the system loses stability energy.

Formalisation of functional states and dynamics of the
associative-projective neuromorphic system that describes
the UAV control system in information confrontation over
time. Stability metrics. Without loss of generality of the
presentation, in this example, we will focus on the
formalisation of the physics of the process of influence of
electronic warfare (diffusion coefficient D), which
«dissolves» the information energy of the associative-
projective neuromorphic network in real time. This
approach assumes consideration of the system in a fixed
state («instantaneous snapshot»), allowing evaluation of its
stability without solving complex dynamic equations of
motion.

The transition between functional states of the UAV
control system in conflict with an EW grouping (from
stable control to disorganisation) is determined by the

yres

norm (or modulus) of the resulting quaternion |

, which is the Euclidean

metric of the resulting norm |

, and

yVGS
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acts as a scalar measure of topological integrity and energy
stability of the control system.

yres

the state quaternion ¢ on the weight coefficient @, it is

yVGS
is defined as the square root of the sum of squares of all its
components:

Since | it is the result of the Hamilton product of

itself a quaternion, and therefore the resulting norm |

al=vSi s Xt +rieze . 13

Within the framework of the direct Lyapunov method,
the resulting norm is an indicator of the «distance» of the
system from the state of chaos. n essence, the norm reflects
the amplitude of a coherent signal that has passed through
hierarchical filters of the associative-projective
neuromorphic structure and integrates both the quality of

the communication channel (alink Ta bphm) and group
stability (Cgmup) , look (14).

The critical threshold is a certain value |

ym\' = 05 °

This is the point of maximum entropy in the associative-
projective neuromorphic structure. When this value is
reached, the diffusion energy of EW completely neutralises
hierarchical connections. From the point of view of
mathematical statistics and information theory in
hypercomplex spaces, at this point | V.|| = 0.5 the entropy

of the system reaches a maximum. This means that the
useful signal becomes indistinguishable from the diffusion
interference of EW. his condition determines the radius of
a sphere in quaternion space, beyond which the system
retains the property of associativity. When crossing this

threshold «inward», the Lyapunov function V(4) loses its
definiteness, and the system «breaks downy into a strange
attractor of chaos.

The system passes through a bifurcation point — the
control phase trajectory «breaks away» from the stable
attractor and enters the region of action of a strange
attractor of chaos. In this state, UAVs lose the ability to
coordinate actions, which means complete loss of
connectivity and disorganisation of the grouping.

The introduction of the diffusion influence of EW

(Dqu) makes it possible to model the process of
degradation of both types of connections. In this
formulation, EW influence is considered as a gradual
«dissolution» of the values of weights W, and w,.

1. Initial phase: EW attacks vertical connections (7).

The system transitions to a state of degradation (S fearade d),

but retains stability due to intra-group connections (M}ij)'
The Lyapunov derivative (q) fluctuates near zero.

2. Critical diffusion phase: When interference begins to
dissolve horizontal UAV-UAV connections, emergence
disappears. This leads to a sharp drop in the norm of the
resulting signal.

3. Bifurcation point (7. ]=05): This is the moment

when diffusion of EW completely annihilates hierarchical
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and intra-group connectivity. The system energy V' (q)
becomes uncontrollable (V>()), and the grouping

disintegrates into isolated elements that fall into a chaotic
attractor.

The defined provisions make it possible to form
stability metrics of the UAV control system under the
influence of an electronic warfare grouping.

The resulting norm serves as a threshold indicator for
transitions between states:

1) ||, > 0.8 : Stable control state (Sstable);

2) 0.5<

y res

beginning of diffusion dissolution.
3) [[,es
4) [0,
(S e )

Dynamic model of degradation of the control system.
Quaternion differential equation. To describe continuous
change of the system state under the influence of EW, the

<0.8: Degradation state (Sdegmded);

= 0.5 : Bifurcation point (Sbiﬁlrmﬂon) ;

<0.5: State of complete disorganization

dynamics of the state vector g, (t) s are represented in the

form of a first-order quaternion differential equation:
dg, (t )

=W ()®q,()+D(e,r),  (14)

where dq, (t) — rate of change of the intellectual state of
dt

the control system (change of SNR and spatial coordinates
over time);

74

APNM

(1)®gq,(¢) —operator of the APNN, that describes

the internal logic of the system, where — the matrix

I/VAPNM
of quaternion weights determines the ability of the network
to self-recovery and associative thinking. The Hamilton
product (®) ensures accounting of nonlinear connections

between UAVs;
ﬁ(e,t) — operator of destructive influence, quaternion

function of EW interference, which distorts the trajectory.

Analysis  of system stability and transition to
bifurcation. The use of the differential form allows
applying the direct Lyapunov method for CS stability
analysis. The system state is considered stable ( Ay le) ,as

long as the energy function of the system (the quaternion
norm |ql.| ) satisfies the stability condition.

As soon as the intensity of EW reaches a critical value,
the right-hand side of the equation becomes such that the
eigenvalues of the system move into the right half-plane.
This is the moment of bifurcation (=2 in our example),
when the solution becomes chaotic.

Formalisation of the logic of decision-making through
dynamics. The control system makes a decision about
changing the functional state by analysing the rate of
dq .
dt

degradation
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if |94 < § — the system manages to adapt (S degraded ) $;
dt

if |94 >g,, — the rate of destruction of connections
dt Crli

exceeds the rate of recovery, the control system switches

to the mode of autonomous survival ( Shifurcation) )

For visualisation of stability processes, an energy plane
is used, where condition CS — is a ball moving on a surface,
and attractors are bowls (zones of stability).

In the stable state ( Sstable) the ball is located at the

bottom of a deep bowl «mission execution». Even under
disturbances (interference), it returns to the centre due to
high walls (associativity and hierarchy). The Lyapunov
function ¥(q) describes the depth of this bowl. The
derivative y(4)<0 indicates that the ball is still rolling

toward the center. If ¥ (4)> 0, stability is lost, the walls

disappear and the ball moves uncontrollably. EW acts as a
process of «smoothingy the landscape. Diffusion D begins
to «level» the basin, making it shallower.

Thus, the application of the APNmN — approach made
it possible to identify the bifurcation point of the UAV
control system under EW conflict. In conventional
systems, degradation appears linear, whereas in APNmN,
due to the non-commutativity of quaternions, a sharp
«breakdown» (bifurcation) is observed upon reaching a
critical threshold corresponding |qm,| <0.1, to the

neurophysiological principle of «all-or-nothing». At the
same time, «K APNmN — structure» describes interaction of
UAVs and control points not as a set of robots, but as a
unified intelligent network.

At a certain level of interference ( D) the derivative of

the Lyapunov function becomes positive. This indicates
that even with fixed coordinates, the system loses structural
integrity and stability. Such an analysis became possible
precisely through the introduction and combination of a
quaternion description of UAV states and a description of
the control system as a neuromorphic structure, where
stability is determined by the architecture's ability to
withstand diffusion-induced degradation from electronic
warfare at a given moment in time.
Conclusions

The obtained results do not contradict the well-known
approaches to modelling control systems within the
framework of neuromorphic cybernetics and make it
possible to develop universal formalised descriptions that
model the modes of functioning of real control systems of
any level of complexity, and, from unified positions, to
identify and analyse the mechanisms of their behaviour
within the framework of various studies. The limits of
applicability of the proposed approach extend far beyond
the issues of modelling information confrontation. The
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Mema cmammi. [{ocriodcenns ma 6U3HA4eHHA KOHYENMYAIbHUX OCHO8 OISl MIHCOUCYUNTTHAPHO2O CUHmME3Y HA
OCHO8I Memo0ig Helpoghizionocii, KibepHemuxku ma 2inepKOMNIEKCHOI MamemMamuxy, Memooie po3poOieHHs
VHIBEPCANbHUX MOOeNell CKIAOHUX CUcmeM YNpAGIiHHA 6 IH@opmayiunomy npomubopcmei. Busnauenns na ocHogi
HON0JHCEHb Meopii 2iNePKOMNIEKCHUX OUHAMINHUX CUCTEM MA ACOYIAMUBHO-NPOEKMUBHUX CIPYKIMYD O NPAKMUYHOL
Gopmanizayii moodenel cKIAOHUX cucmem YRPAGIIHHA 3 6a2amOGUMIDHUMU, HEKOMYMAMUSHUMU 83AEMOOIAMU OISl ONUCY
cymuocmi ix @yukyionysanns, ax o00'ckmis inghopmayitinoco npomubopcmea 8 Mmedcax peghrekcugnoi mooeni
ingopmayitinoco KoHQpiKMy.

Memoou oocnioxcennsn. 11io wac 00cniodNcenHs GUKOPUCAHO MeMOOU CUCMEMHO20 AHATIZY, HeUPOMOPPHO2O
MOOeNI0BANHS, 2INEePKOMNAEKCHOI Mamemamuxy (30Kkpema, K8amepHioHHoi aneebpu), meopii Xaocy, a maxKoic npsamuil
Mmemoo Jlanynosa 011 OYiHIOBAHH CMIUKOCMI. 3anponoHo8anuti Memoouynutl nioxio odac 3mocy Gopmanizyeamu
npoyecu iHghopmayiinoco npomubopcmea ma 30IUCHIOBAMU AHAAI3 CMIUKOCI CKAAOHUX cucmem YNpasiiHusa Oe3
HeoOXiOHOCMI P36 S3AHHSA CKIAOHUX OUHAMIYHUX DIGHAHb PYXY OE3NLI0OMHUX TIMATbHUX Anapamis.

0220 nimepamypu. YV cyuachux 00CiONHCeHHsX IHPOPpMayitiHo20 npomubopcmed 3HaYHa y8aza NPUuoLisLEmbesi
Gopmanizayii inpopmayitinux onepayiu ma OYiHIOEAHHIO IX eheKMUBHOCMI HA OCHOBL MAMEMAMUYHUX | UMOGIPHICHUX
mooenet. Okpemuli HAnpsaM CMAHOGIAMb POOOMU, NPUCEAYEH] MOOCTIOBAHHIO KOSHIMUBHUX | HEUpONCUXON0STUHUX
npoyecié cnputinamms iH@opmayii ma aumanizy HOOPMayitino2o cepedosuuyd. AKMUSHO po36UAOMbC NiOX00U 00
BUKOPUCMAHHS ABMOHOMHUX MEXHIYHUX CUCMEM, 30KpeMa 0e3niIOmHUX naam@opm, ma Memooie Wmy4Ho20 iHmeiekmy
0151 peanizayii po3noodinenozo ynpasninus i Koopounayii. ¥ ¢oynoamenmanvuux 00CaioNcenHax meopii CKiaoHux cucmem
i Ounamiku ynpaeninus (30Kpema, Ha 0CHO8I nioxo0dis JIAnynoea) 3akiadeno 0CHO8U aHANi3y CMIUKOCMI ma NO8ediHKU
CKAAOHUX cucmem. Boonouac icHyioui nioxoou 30e0iibuio20 He 8paxo8ylomb KOMIIEKCHY 83AEMO0II0 KOZHIMUBHUX,
ingopmayivinux i mexuiunux xKomnonenmis. Lle 3ymosnioe HeoOXiOHiCMb MIdNCOUCYUNTIHAPHO2O CUHME3Y MemoOi6 HA
OCHOBI Heltipo@izionocii, cinepKoOMNIeKCHOT MameMamuku ma meopii xaocy 0si A0eK8AMHO20 MOOEN08AHHS NPOYeCi6
ingopmayiinoco npomubopcmaa.

Ompumani pesyromamu 00CHIOHCEHHA. Ynepuie 3anponoHO8aH0 KOHYENYII0 MOOEN08AHHS CKIAOHUX CUCTEM
VIPAGIIHHS 68 YMO8AX IHPOPpMAYIHO20 npomubopcmea, wo 6azyemscs Ha inmezpayii Heupo@izionociuHux nioxoois,
meopii 2inepKoMnIeKCHUX uucel, meopii xaocy ma @yukyiu Jlanynoea. Yoockonaneno nioxoou 0o gopmanizayii
npoyecie 0ecmpyKmugHoi iHhopmayiiHoi 63aeMo0il ma npuiiHAMms piuieHs y CKIAOHUX cucmemax ynpaeninusa. Habyno
noo0aILUO20 PO3GUMKY MOOENIO8AHHS THHOPMAYIIIHO20 NPOMUOOPCMEA WIAXOM NOOYO08U V3a2dllbHeHOT Modeni, uo
NOEOHYE MOOENb B3AEMOOTL NPOMUOOPUUX CIOPIH | MOOETb «MUCTEHHSY cucmemu Ynpaeiinus. Egexmusnicmos nioxooy
niomeepodiceno Ha NPuKkIadi 63acmMoOlii cucmem YNpaeninHa Oe3NIIOMHUX JAIMATbHUX anapamie ma 3aco0is
paodioenrekmponnoi 6opomvoOU

Enemenmu naykoeoi noseusnu. Hayxosa nosusna pobomu noaseac y ¢popmanizayii npoyecis inghopmayitinoeo
npomubopcmea SIK HeMHIUHOT OUHAMIYHOT cucmemu 3 eleMeHmAaMu XaoOmu4Hoi NOBeOiHKU, y Medcax SKOI 6nius
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JecmpyKmugeHux axmopie iHmepnpemyemovcsi AK Ou@ysitinuil  npoyec Oeepadayii  ingopmayitinoi  eHepeii.
3anpononosano Hosuii nioxXio 00 MOOeNOBAHHA CKAAOHUX CUCTEM YHPAGNIHHA HA OCHOBI 2iNepKOMNIEKCHO20
Npeocmasients CMmanie ma HeupoOMOP@OHUX ACOYIAMUBHO-NPOEKMUSHUX CMPYKMYP, WO O00360JAE 6PAX08YEAMU
KOZHIMUGHI, IHOPMAYITIHI Ma MeXHIYHI KOMNOHEHmMU 8 EOUHIN YOPMANIZ08aAHIT MOOEII.

Teopemuune ma npakmuune 3nauennsn. Teopemuyne 3HAYEHHSI 3600UMbCA 00 PO3GUMKY EOUHOZO
MemOoOO0N02IYHO20 NIOX00Y CMOCOBHO MOOEMO8AHHSA CKAAOHUX CUCMEM YNPAGNIHHA HA GUCOKOMY DIieHI abcmpakyil.
Ipakxmuune 3HaueHHA — MONCIUBOCMI 3ACMOCYBAHHA 3ANPONOHOBAHUX MOOeeli 0 OYIHIOBAHHA CMILKOCMI cucmem
VNPAGAIHHSA, NIOBUUEHHS e(exmueHocmi 3acobig padioereKmpounoi 6opomvbu, a makxoxic po3pobaeHHS cucmem
niompumKy nPutiHamms piuiens y chepi Kibepoesnexu ma Gitlcbk08020 YNPAGHIHHSL.

Bucnoexu i nepcnekmugu nooansuiux 0ocnioxncens. Ompumani pe3yismamu y3200%4CYI0MbCA 3 NOJOHCEHHAMU
Heupomopdnoi Kibepremuxu ma niOMeEepONCYIomb MONCIUBICMb OPMANIZ08AH020 MOOETIOBAHHSA CKIAOHUX CUCHEM
VIPAGNIHHS DI3HO20 DI6H CKIAOHOCMI HA €OUHIU MemoOON02IuHIl OCHOGL. 3anpononosanull nioxio, wo NOEOHYE
HeupoGizionociuHi NPUHYUNU, 2inepKOMNIEKCHI Yucia ma Qyuxyii JLnyHosa, cmeoproe yHi8epcaibHy 0CHOBY Olsi AHANIZY
CMIUKOCME cucmem 8 YMo8ax 0ecmpyKmMUGHUX IHOOPMayiliHux [ paoioeleKmpoHHUX enaugie. Ynepuie enius 3acodie
padioerekmpoHHOT 6opombOU POPMANi3068aHO AK OUDYIIUHUL NPOYEC, WO NPU3BOOUMDb 00 3HUNCEHHS (IHGOPMAYiliHOT
enepeily cucmemu ma 00380j8€ oyiHweamu i cmiukicme y keasicmamuuHomy pescumi. Ilepcnexmusu nodanvuiux
00CIONHCEHb NOB 'A3aHI 3 PO3GUMKOM OUHAMIYHUX MoOesell CMIUKOCMI 3 YPAXyeawHsM IHepyiuHocmi npoyecié ma
sacmocysauuam Qyuxyionanie Jlanynosa—Kpacoscbkoeo.

Kniouosi cnosa: mooenv, meiipouna mepedica, ingopmayitna 30pos, Kibepbesnexa, wimyuHuil iHmenexm,
Kibepanaue, padioereKmpouna 6opomvoa, CMiluKicms YNpasiinHs, eleKmpoHHi KOMYHIKaYil.
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