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DIRECTIONS OF DEVELOPMENT AND IMPROVEMENT OF MILITARY
RADIO COMMUNICATION SYSTEMS WITH AERIAL REPEATER IN THE
CONDITIONS OF ACTIVE RADIO-ELECTRONIC COUNTERMEASURE

A promising direction for combating uncrewed aerial vehicles is the placement of small-sized repeaters for
terrestrial radio networks on their platform. Considering the significant attention paid to improving military control
systems, it is relevant to determine the main trends and directions for developing military radio communication systems
with air repeaters in active enemy electronic countermeasures.

The purpose of the article. The article is aimed at determining the main directions of development and
improvement of military radio communication systems with air repeaters to ensure continuous control of units in the area
of responsibility for the active use of electronic warfare by the enemy in conditions of active electronic countermeasures,
taking into account the current situation of the state of enemy troops (forces).

Research methods. System analysis and synthesis were used during the article's writing. This made it possible to
analyse military radio communication systems under active electronic countermeasures and offer recommendations for
reducing the enemy's influence.

Presenting the main material. Many scientific articles are devoted to combat using uncrewed aerial vehicles in
modern armed conflicts and countermeasures against them, particularly radio electronic suppression of control and
navigation channels. An analysis of trends in the use of military radio communication systems from air repeaters in
modern military conflicts of varying intensity has been carried out. The directions for developing and improving the
military of these radio communication systems operating under active electronic counteraction of the enemy are
allocated. The prospects for further development in terms of their use in the electronic warfare system are outlined.
Recommendations for reducing the energy impact of the enemy's electronic warfare means are proposed, choosing the
optimal topology of the military radio communication system with air repeaters and modern antenna systems.

The elements of scientific novelty. Areas of development and improvement have been determined by choosing the
optimal topology of the military radio communication system with aerial repeaters.

The theoretical and practical significance. Implementing the mentioned technologies in the military management
system will ensure stable management of its troops, combat, and special means in a complex radio-electronic situation
with the enemy's active use of radio-electronic warfare. The analysis of trends in the use of military radio communication
systems with aerial repeaters in modern military conflicts of varying intensity makes it possible to determine the main
directions of their development and improvement. The direction of further research is the improvement of methods of
controlling the parameters and modes of operation of military radio communication systems with aerial repeaters under
the influence of various types of intentional interference.

Keywords: military radio communication system, uncrewed aerial vehicles, radio electronic suppression, aerial
repeater, noise immunity.

Introduction

The military leadership of the armies of the world's
developed countries, by new approaches to the
construction of the armed forces, pays special attention to
the development of military command and control systems,
as the main factor in achieving military-strategic
advantage. A promising area of combat use of uncrewed
aerial vehicles is the placement of small-sized repeaters for
terrestrial radio networks on their platform. This is a
determining factor in obtaining an information advantage
over the enemy, which allows you to manage your troops,
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combat and special means more effectively.

Problem statement. The main goal is to provide
operational and technical capabilities for the organisation
of interaction and joint combat use of heterogeneous forces
and means in joint operations. Modern military command
and control systems must have high combat readiness,
bandwidth stability, mobility, accessibility, intelligence
security, controllability, and ensure compliance with the
requirements for timeliness, reliability and security of
information exchange. These tasks must be performed
under the active influence of the enemy's electronic
suppression system [1—4].
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The use of uncrewed aerial vehicles with small-sized
air repeaters on their platform as part of military radio
communication systems makes it possible to significantly
improve the performance of radio networks, increase the
connectivity of radio communication facilities in the
network, increase both the energy and frequency efficiency
of radio channels, and build new architectures of military
radio communication systems [5—8].

Taking into account the considerable attention paid to
the improvement of military control systems, the topical
issue is assigned:

determination of the main trends and directions of
development of military radio communication systems
with air repeaters under the conditions of active electronic
counteraction of the enemy;

research of technologies in the command and control
system of troops to ensure stable control of troops (forces)
in a complex electronic situation.

Analysis of recent research and publications. Today,
there are a significant number of scientific articles devoted
to the combat use of unmanned aerial vehicles in modern
armed conflicts [9—14] and countering them, in particular,
electronic jamming of control and navigation channels
(reception of GPS signals) [15; 16].

The analysis of the most relevant methods and
techniques for ensuring and increasing the required level of
survivability and narrowing the range of scientific research
for further optimisation or search for a more successful
combination of methods or creation of an improved
methodology to increase efficiency in solving problems
related to ensuring the required level of survivability of
telecommunication networks and systems was carried out [1].

In previous publications, new scientific concepts have
been proposed, with the help of which the interaction and
coordination of models of elements of military radio
communication systems are organised. The existing
interference-proof modes of operation have been analysed
and practical recommendations for their use under the
influence of the main types of intentional interference have
been developed [2; 4].

The analysis of the use of Unmanned Aerial Vehicles
as air repeaters is devoted to the work [5-8; 17-19] and the
algorithms for constructing the topology of radio

communication networks with telecommunication aerial
platforms are considered, which makes it possible to ensure
network connectivity, optimise coverage areas, and
minimise the number of telecommunication aerial
platforms [20].

Most of the existing methods for controlling the
parameters of radio networks need to be supplemented with
the basic principles of construction and operation of
military radio communication systems, which operate in
conditions of active electronic countermeasures and do not
take into account the relative location of radio
communication means and means of electronic
suppression of the enemy.

The analysis of the publications allows us to conclude
that it is relevant to determine the totality of the main trends
inherent in military radio communication systems with air
repeaters in modern military conflicts of varying intensity.

Purpose of the article. To determine the main
directions of development and improvement of military
radio communication systems with air repeaters to ensure
continuous control of units in the area of responsibility for
the active use of electronic warfare by the enemy in
conditions of active electronic countermeasures, taking
into account the current situation of the state of enemy
troops (forces).

Principal Research Results

Modern military radio communication systems are
complex systems with a distributed multi-communication
structure. The advantages of using air repeaters (radio
stations) on uncrewed aerial vehicles are obvious:

a significant increase in the coverage area compared to
ground repeaters;

increasing the connectivity of network radio stations;

the possibility of flexible operational control of the
network topology by moving uncrewed aerial vehicles, in
contrast to radio networks with ground repeaters.

Increasing the flight altitude of the air repeater will
increase the coverage area (or, with the same
communication range, reduce the required transmitter
power, which, first of all, will extend the time of
continuous flight of uncrewed aerial vehicles. Consider the
military radio communication system, which consists of
two levels (Figure 1) [2].

i
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Figure 1 — Option for building a military radio communication system with air repeaters
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A set of ground nodes of military radio communication
systems is formed by terrestrial radio networks (level 1). A
ground network node will be understood as a vehicle,
combat vehicle, command and staff vehicle, mobile base
station, military personnel, etc., which are equipped with
radio communication facilities terrestrial radio network,
organisation of backup (additional) radio communication
with terrestrial nodes, increase of coverage area,
improvement of information exchange quality indicators
(bandwidth, energy efficiency, transmission time, etc) by
changing its topology (and, accordingly, reducing the
intensity of changes in the topology of the terrestrial
network), routing. The scheme considers the enemy's
capabilities to deliberately interfere with military radio
communication systems through ground and air electronic
warfare. Analysing the experience of building military
radio communication systems with air repeaters made it
possible to determine the main directions of their
development and improvement. Let us consider the main
ones.

Selection of the topology of the military radio
communication system with air repeaters. One of the main
tasks of managing military radio communication systems
with air repeaters is the management of their topology. The
topology determines the potential indicators of the network
functioning (connectivity, bandwidth, survivability, etc)
for the transmission of information flows and the quality of
service to subscribers [20]. The topology of military radio
communication systems is dynamic and constantly is
exposed to external destabilising factors, therefore, the use
of a transport air radio network should be aimed at
increasing the structural survivability and reliability of the
system, the bandwidth of radio networks, the quality of
data transmission routes between subscribers and their
mobility.

There are the following options for setting the problems of
synthesis of the topology of military radio communication
systems with air repeaters according to [20]:

the criterion of minimum use of hardware resource
(calculation of a communication topology with a minimum
number of air repeaters under specified limitations
(bandwidth, message transmission time, etc) can act as
limitations.

the criterion of structural reliability (calculation of the
coherent topology of the network under specified
constraints);

time criterion (calculation of the coherent topology of
the network, which minimises the maximum delay of
message transmission in the network under specified
restrictions).

It should be noted that the synthesis of the topology of
large-dimensional networks encounters several difficulties
associated with the network's large dimensionality, the
problem's multi-extremity to be solved, and the
incompleteness of existing optimisation methods. This
leads to the need to use a decompositional approach. Under
such conditions, the general problem of topology synthesis
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is divided into several subtasks according to specific
priorities of efficiency criteria.

The characteristics of information exchange in military
radio communication systems are primarily influenced by
the means of electronic suppression of the enemy. As
evidenced by the experience of repelling the full-scale
armed aggression of the Russian Federation, conducting
the Anti-Terrorist Operation and the Joint Forces
Operation on the territory of Donetsk and Luhansk regions,
hostilities and peacekeeping operations of recent decades,
electronic jamming means are capable of high efficiency
and in suppress radio communication systems built on
traditional principles for a short time. It is also possible to
reduce the impact of electronic jamming on the radio
communication system by changing the topology of
military radio communication systems.

From the point of view of attenuation of the
interference signal at the input of the receiver, when
determining the height and trajectory of the barrage of the
air repeater on the Unmanned Aerial Vehicles, the
characteristics of the directionality of its antenna were
taken into account. The analysis of the terrain (construction
of a profile, a set of profiles between the location of the
Unmanned Aerial Vehicles and the point of installation of
the jammer antenna) to use its protective properties.

In [19], deliberate interference's effectiveness on the
receivers of air repeaters and ground means depends on the
relative location of radio communication facilities and
means of electronic suppression of the enemy. Interference
noise immunity of signal transmission in military radio
communication systems is estimated by the probability of
false reception, which depends on the signal/interference
ratio at the receiver input [9]:

Aerial repeaters = f(Q?), Q*= (electronic jamming)?, (1)

where ERL is the strength of the electric field created by
the radio link transmitter on the receiver antenna;

the electronic suppression of the enemy establishes the
strength of the electric field.

The calculations carried out showed that the following
are the most effective among the options for suppressing
military radio communication systems using an air repeater
with noise interference [18]:

low-power electronic warfare air station (on uncrewed
aerial vehicles) — ground radio stations;

a powerful ground electronic warfare station is an air
repeater.

Based on the collection of information on the state and
parameters of the functioning of military radio
communication systems, it is possible to change the
topology of military radio communication systems for a
specific signal and interference situation by changing the
positions of air repeaters. Therefore, when planning the
trajectory of Unmanned Aerial Vehicles with air repeaters,
it is necessary to analyse the terrain (build a profile, a set
of profiles between the point of location of Unmanned
Aerial Vehicles and the installation point of the antenna of
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the electronic jamming station to make the most effective
use of its protective properties in terms of signal
attenuation by interference. At the same time, it is
necessary to ensure:

coverage of the required geographical area (all
correspondents of the network serviced by the repeater,
taking into account their possible movement);

the minimum required lifting height of uncrewed aerial
vehicles;

it is necessary to distance oneself from the obstacle
maker.

Adaptive change of parameters of military radio
communication systems. One of the directions for
increasing the efficiency of the functioning of military
radio communication systems in active electronic
countermeasures is the use of adaptive signal formation
and processing methods. The algorithm of their
functioning fills in the missing a priori information about
changing communication conditions. It is used to control
radio links' parameters and modes of operation to ensure
the necessary quality indicators [2]. This requires the
implementation of an automated process of adaptation to
the signal and jamming situation in military radio
communication systems.

Adaptive management of parameters and resources of
military radio communication systems provides
appropriate correction of its operating modes and
algorithms for the functioning of its elements in case of any
change in network parameters, and to the greatest extent,
meets the requirements for continuity and efficiency of
command and control of troops. However, implementing
the adaptive control principle requires the maximum
amount of information about the state of the network and
the availability of a network of service channels. That is,
military radio communication systems should ensure
quality control of their functioning, transmission of
measuring and control information, and dynamically
change their structure and parameters depending on the
current situation on the network to achieve extreme or
maintain specified values of communication efficiency
indicators. At the same time, the current state of the radio
link functioning is assessed, and one or more of its
parameters are purposefully changed to maximise the
performance efficiency of the information transfer process.

The control parameter of adaptive radio links can be the
operating frequency, radio signal strength, antenna type
and pattern, information transmission rate, type of
modulation, type of interference-resistant code, frame
(packet) length, frequency tuning speed and algorithm, etc.

Assessment of the electronic situation. The development
and implementation of adaptive methods of information
exchange require the creation of effective procedures for
monitoring the state of communication channels and the
quality of information transmission. To solve this problem, it
is necessary to involve the methods of modern mathematical
statistics, in particular, testing statistical hypotheses regarding
the parameter (group of parameters) that characterises the
state of the communication channel [2].
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For effective adaptive management of resources and
parameters of military radio communication systems in the
conditions of active electronic countermeasures, essential
tasks are operational (in close to real time) assessment of
the state of communication channels, determination of
directions to neighboring network nodes, identification of
interference and determination of their spatial, frequency
and energy parameters. All of the above will be called an
assessment of the radio-electronic situation.

During the assessment of the radio-electronic situation,
the following basic operations are performed:

assessment of the proper coordinates
communication facilities;

assessment of directions (bearings) on neighbouring
network correspondents and their signal levels at the
receiving point;

evaluation of the obstacle's arrival direction and its
level at the point of reception.

Thus, combined methods for assessing the electronic
situation were the most effective in active electronic
countermeasures. They are based on a combination of
direct and indirect methods of assessment of the state of the
communication channel. Thus, in combination with the
process of intelligent identification of radio emissions,
provided that antenna arrays are used in radio
communication facilities, it is possible to assess the
frequency characteristics of the selected communication
channels with parallel determination of spatial parameters
of radio emissions, and at the same time to ensure, at the
same time, the formation of an integral assessment of the
radio-electronic current situation.

Application of adaptive antenna arrays. One of the
most effective methods of increasing the interference noise
immunity of military radio communication systems with
PR is using adaptive antenna arrays [17]. Antenna arrays
are usually called radiating systems, with many discrete
emitters arranged in an orderly manner.

The parameters of adaptive antenna arrays (first of all,
the directivity characteristic) are automatically changed in
such a way as to provide the best possible conditions for
receiving a sound signal against the background of variable
external influences (interference), or signal transmission,
based on the tasks solved by the means of radio
communication [18] (for example, to form a maximum
radiation pattern in the direction of the correspondent and
minimums in the directions to other users closest to it).

One of the most promising areas for developing this
type of antenna technology is digital antenna arrays. An
essential feature of the functioning of digital antenna arrays
is the digital beamforming of the directivity characteristic.
This makes it possible to effectively implement dynamic
optimisation of the coverage area based on the operational
retargeting of digital receiving beams by groups of
correspondents, depending on their location on the ground.

During modern warfare, the role of Unmanned Aerial
Vehicles for various purposes, as the main elements of the
air component of the intelligence, communication,
navigation and destruction system (where they will be used

of radio
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as the main strike elements and information nodes) will
only grow. At the same time, it should be expected that the
main direction of their application will be the integrated
and synchronised use of the air strike component as part of
combat groups of different purposes, simultaneously with
other means of solving a wide range of tasks at all levels of
control.

Conclusions and Perspectives

for Further Research

The analysis of trends in the use of military radio
communication systems from air repeaters in modern
military conflicts of varying intensity allows us to
determine the main directions of their development and
improvement, namely:

selection of the optimal topology of the military radio
communication system with air repeaters, taking into
account the relative location of radio communication
facilities and means of electronic suppression of the
enemy;

adaptive change in the parameters of military radio
communication systems depending on the signal and
jamming situation;

operational assessment of the radio-electronic situation
in the communication channels of military radio
communication systems from air repeaters;

application of adaptive antenna arrays on air repeaters
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Iepcnexmugnum Hanpsamom 60108020 3ACMOCYB8AHHA OE3NITOMHUX TIMATbHUX ANaApamie € po3miujenHs Ha iXHill
naamegopmi mano2abapumHux pempanciasmopis 0Jia HaseMHUX padiomepedic. Bpaxosyouu 3uauny yeaey, wo Ha0aemucs
B800CKOHANEHHIO CUCTEM BIIICLKOBO2O YNPAGIIHHS, AKIMYATbHUM € GUSHAYEHHSI OCHOGHUX MEHOEHYIU PO3GUMKY GIlICbKOBUX
cucmem padio3s’azKy 3 NOGIMPAHUMU PEMPAHCIAMOPAMU 8 YMOBAX AKMUBHUX 3ac00i8 padioeleKmpoHHOi npomuoii
NPOMUBHUKY.

Memorwo cmammi € GuU3HAUEHHS OCHOBHUX HANPAMIE PO3GUMKY MAd B0OCKOMANEHMS. CUCMEM BICbKOBO2O
Paodioss'si3Ky 3 NOGIMPAHUMU PEMPAHCAAMOpamY 05l 3abe3neuents Oe3nepepeHozo ynpasninks niopo3oilamu 6 30Hi
8i0N08I0ANLHOCNI 30 AKMUBHE 3ACMOCYBAHHI NPOMUBHUKOM 3Ac00i8 padioeneKmpoHHOoi 60pomvoU 8 YMOBAX AKMUBHUX
3ax00i8 padioenekmpoHHOi NPoOmudii 3 Ypaxy8auHsam Cy4acHo20 CIMAHy GiliCbK (CU) NPOMUBHUKA.

Memoou docniorscenns. 11io wac nanucanns cmammi 6y10 UKOPUCIIAHO CUCMEMHUL aHani3 i cunmes. Lle oano
3MO2y NPOAHANIZY8AMU GIlICHKOGI cucmemu padio38'si3Ky 8 ymMosax akmusHux 3axodie padioeiekmponnoi npomudii ma
Haoamu pekomeHOayii wjooo 3meHueHHs 8NIUBY NPOTMUBHUKA.

Ananiz ocmanuix oocnidxcenv ma nyonikayii. 3HauHa KilbKiCMb HAYKOBUX cmamell npuceésiena 6otiosomy
BUKOPUCIMAHHIO DE3NITOMHUX TIMATbHUX ANAPpaAmis y Cy4acHux 30pounHux Kougrikmax ma 3axooam npomuodii im,
30Kpema — padioeeKmpoHHOMY NPUOYVULEHHIO KAHANI8 YAPAGIIHHA Ma HA8ieayii.

Buxknao ocnosnozo mamepiany. I[Iposederno ananiz meHOeHYill GUKOPUCIMAKHS BILICbKOGUX cUCMEM padio36's3Ky
610 NOBIMPSHUX PEMPAHCIAMOPIE Y CYUACHUX BIUCbKOGUX KOHMIIKMax pizHol inmeHcusHocmi. Buokpemneno Hanpsamu
PO36UMKY ma BOOCKOHANEHHA GIUCLKOBUMU YUX cucmem padio38'si3ky, wo @QYHKYIOHYIOMb 8 YMO8AX AKMUBHOT
padioenekmponnoi npomudii npomuenuxy. OKpecieHo nepCneKmusu ix n00aIbU020 PO3GUMKY 8 YACMUHI BUKOPUCMAHHS
6 cucmemi padioenrekmpounoi 6opomvdu. 3anponoHo8aHo pekoMeHOAyii WoO0 3HUICEHHS EHEPLeMUYHO20 GNIUGY
3ac00i8 padioeneKmpouHoi 60pomvOu NPOMUBHUKA, BUOOPY ONMUMATLHOI MONOJI02T cucmeMu 8ilicCbKo8020 padio36 3Ky
3 HOGIMPAHUMU PEMPAHCIAMOPAMU MA BUKOPUCTNAHHA CYYACHUX AHMEHHUX CUCTEM.

Enemenmu naykoeoi mosusnu. Busnaueno Hanpsamu po3sumky ma 600CKOHANEHHA, 00Upalouu ONnmumManbHy
MONO02II0 cucmemu 8iliCbK08020 paodio38'sa3Ky 3 NOBIMPAHUMU PEMPAHCIAMOPAMU.

Teopemuuna ma npakmuuna 3nauywicms cmammi. Bnpoeadscenns 3asnauenux mexuonociii y cucmemy
VAPABNiHHs GilicbKaMu 0acmyv 3Mo2y 3abes3nequmu cmitike ynpasiinus Heto, OOUOSUMU MA CReYiaTbHUMU 3acobamu 6
YMO8AX  CKIAAOHOI  paodioeneKmpoHHOi O0OCMAHOBKU 3  AKMUBHUM  BUKOPUCTHAHHAM  NPOMUBHUKOM  3Aco0ie
paodioenrekmponnoi 6opomvou.

Bucnosok i nepcnekmueu nodansuiux 00cnioxncenv. Ananiz menHoenyit 6UKOPUCMAHHI BIUCbKOBUX CUCTEM
Paodios36's13Ky 3 NOGIMPAHUMU PEMPAHCIAMOPAMU 6 CYYACHUX BIUCHKOBUX KOHQAIKMAX PI3HOI IHMEHCUBHOCMI 0a€ 3MO2Y
BUSHAYUMU OCHOBHI HANPAMU X PO3BUMKY mMa 600CKOHANeHHA. Hanpamom nodanviuux 0ocnioxcenv € yOOCKOHAIEHHSA
MemoOi8 KepyeamHsi NApaMempamu ma pexcumamu pooomu GiliCbKOGUX cucmem paodio3esisky 3 NOGImpsHUMU
PEMPAHCIAMOPAMYU IO BRAUBOM PI3HUX UOI6 HABMUCHUX NEPEUUKOO.

Kniouosi cnosa: siticokoéa cucmema paodio3g'azky, 0e3nilomui JAIMAIbHI  anapamu, paldioeiekmpoHue
npUOyuLenHsl, NOGIMPSHUL PeMPAHCIAMOP, 3A8A003AXUWEHICINb.
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