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ON THE ESSENCE OF CYBER SPACE AND ITS RELATIONSHIP
WITH CYBERNETIC SPACE

The subject of the study is understanding of the relationship between the concepts of cyberspace and cybernetic
space. The goal is to clarify the essence of the concept of cyberspace and outline its relationship with the cybernetic space.
The task is to distinguish between these two concepts. These concepts are not identical in essence, which is often not paid
attention to, therefore, based on the clarification of the concept of cyberspace, it is appropriate to show the relationship
between them. Used methods: systematic and logical approaches, methods of comparison and analysis. The following results
were obtained. During the analysis of well-known publications, a number of mutual disagreements in the interpretation of the
cyberspace concept, as well as facts of unjustified identification of the terms «cyberspace» and «cybernetic space» were
revealed. This harms the application of unified approaches to the consideration of digital information systems and
management systems in general, which needs to be corrected. Based on William Gibson, a new generalized definition of the
cyberspace concept is proposed. This concept is supported by the Okinawa Charter of the Global Information Society in
2000. It also takes into account the common features that characterize the full range of features associated with the
formation, storage and use of electronic information resources. Based on this, as well as the essence of the «cyberspace»
concept according to Norbert Wiener, the difference and relationship between cyberspace and cyberspace is shown. The
concepts of «local cyberspacey, «global cyberspacey», «virtual cyberspace» are defined and the need to distinguish between
them is indicated. The obtained results emphasize the need to distance the classical cybernetic theory from modern theories
related to the concept of cyberspace. This also draws attention to the need for the correct application of the modern theories
terminological base as a basis for understanding their provisions, in the interests of the development and proper functioning

of digital information systems and management systems.
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Introduction
Today in the modern world there is a rapid
development of information technology, total
computerization and implementation of

telecommunications networks, especially the Internet.
For this reason, the advanced countries of the world,
through the information sphere, based on the synthesis of
available information resources, have a fundamentally
new opportunity to achieve their national interests. Such
resources should be understood as cognitive (related to
human consciousness and knowledge), non-electronic
(related to symbolic systems and alphabets), and
electronic (related to the digital format of processing and
storage of data and information). The variety and speed
of practical implementation of such a synthesis has led to
a lag in the theoretical generalizations of information and
related processes, which have already acquired a global
character.

The consequence of this lag is, first of all,
terminological uncertainty and confusion. As a result, the
opportunity to understand, consider, research and
implement processes in the information sphere from a
single systemic position is lost. In particular, the concept of
cyberspace, with which the essence of all automated
(digital) information systems is connected, is increasingly
acquiring the level of fundamentality. Note that today the
concept of cyberspace is normatively standardized, but
with a dubious emphasis on the Internet environment.

Therefore, the concept of cyberspace remains debatable
regarding its definition and adequate understanding.
Moreover, the term «cyberspace» is often perceived as
«cyber space», considering these terms as analogues,
which is questionable from the standpoint of cybernetics -
the science of the most general laws of management in
wildlife, technology and social environment. Thus, both
the debate over the concept of cyberspace and its
relationship to the essence of cyberspace call for a further,
deeper, but more generalized, explanation of these issues.

Problem statement. As evidenced by numerous
modern publications, a large number of terms and their
meanings are associated with the prefix «cyber». This
prefix was first introduced into modern scientific
terminology in the 1940s by Norbert Wiener, and later
used by other scientists, in the sense of «cybernetics» as a
definition of the general essence of management in
wildlife, technology and society.

In a relatively narrow scientific environment, the
concept of cybernetics was perceived unambiguously
and was always clear. It is also clear that the basis of any
cybernetic process (management process) is information
and related information processes and information
systems. In such a paradigm, theoretical thought and
practical activities were developed for a long time.

Meanwhile, the prefix «cyber» has been widely
used since the late 80's of the twentieth century, but
not from the standpoint of development and
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popularization of the N. Wiener’s cybernetic theory,
and «lightly» Canadian science fiction writer William
Gibson (as noted by literary critics, the founder of the
literary genre cyberpunk). In one of his fantasy novels
(1984 year), he used the term «cyberspace» to refer to
the digital world of computer networks (in the author's
sense, neural networks). Gibson's «cyberspace» was
picked up by a wide readership in the context of active
development and use of the Internet and became the
progenitor of all subsequent synthetic terms with the
prefix «cyber» (including the symbolic terms
«ybersecurity»,  «cyberattack»,  «cyberdefense»,
«ybercrimey»). Such concepts are used today in
various spheres of life - from everyday life to law-
making processes.

Analysis of recent research and publications
(literature review). For the first time at the official
level, the term «cyberspace» was used at the turn of the
XX and XXI centuries during the Paris Conference of
the Group of Eight on «Dialogue between government
and industry on security and trust in cyberspace» and
the «Okinawa Charter of the Global Information
Society» [1]. At that time, cyberspace was seen as an
information environment created by computer
networks, in which you can make a certain set of legal
relationships. This concept of cyberspace clearly
demonstrates the direct influence of Gibson's
«cyberspacey, as it corresponds almost literally to it.

Since then, there has been a discussion in the
professional community about the clearest definition
of this important term in theory and practice, as well
as derivative terms such as «cybersecurity»,
«yberdefense», «cyberattack» and so on. In
particular, many publications by both foreign and
Ukrainian authors are devoted to this issue, among
which we note the works of D. Lipman [2], D. Lewis
[3], D. Dubov [4, 5], V. Buryachok [6, 7]. V. Lipkan
[8, 9], O. Baranov [10]. In their works, much attention
is paid to the concept of cyberspace, based on the
author's understanding. Today, this concept already
has many definitions, which are editorially different in
some way. For example, in the textbook of the
Ukrainian  authors V. Buryachok, V. Tolubko,
V. Khoroshko, S. Tolyupa [7] provided for more than
ten concepts of the essence of cyberspace.

Meanwhile, despite the author's numerous attempts
at the most successful detailing of the concept of
cyberspace, the known variants tend to gravitate
towards Gibson's concept of «cyberspace», since the
authors' definition is based on the presence of a
computer network and the possibility of information
interaction in such a network.

At the same time, taking into account the dominant
trend of the development of various services and
information systems based on the Internet, the
international standard ISO/IEC 27032: 2016 [11],
which is close to this issue, is also recognized as the
state standard of Ukraine. This standard defines that
cyberspace is a complex environment of interaction
between people, software and services on the Internet
and functions with the support of integrated networks

and devices in information and communication
technologies. Another international standard ISO/IEC
27100:2020 [12] categorically emphasizes that such an
environment must be publicly available as the Internet
and cannot be an internal publicly unavailable (closed)
network of the organization. In our opinion, limiting the
cyber environment of interaction to the Internet is a
significant shortcoming of this standardized definition.
This approach rejects similar digitized environments,
both global and local information systems (where
people, software and services also interact) from the
processes of theoretical generalization and the
application of unified approaches to their consideration
both in theory and in practice.

The influence of well-known publications, the
context of the «Okinawa Charter» and international
standards is felt in the definition given in the national
legislation of Ukraine [13]:

cyberspace — an environment (virtual space) that
provides opportunities for communication and / or
social relations, formed as a result of the operation of
compatible (connected) communication systems and
the provision of electronic communications using the
Internet and / or other global data networks.

This and other similar definitions are faced with
several fundamental questions:

Why virtual (artificially created) space?

Why electronic communications only using the
Internet and / or other global data networks?

Where in the educational environment do
electronic information resources (EIR) for electronic
communications come from?

Why is there only communication in cyberspace,
which is only mutual communication (communication)?

The very possibility of asking such questions
testifies to the limited, local nature of this and other
related definitions of the concept of cyberspace. In
addition, the above and other definitions in the context
do not set out any signs of the relationship between
cyberspace and cybernetic space.

For this reason, an uncertain understanding of the
essence of the term «cyberspace» leads to its free and
inappropriate use with cases of further interpretation or
modification without any particular need for it. As an
example, in the generally interesting scientific and
practical position of the publication on increasing the
level of protection in wireless mobile data transmission
channels [14], such author terminological constructions
as «cyber-physical space» and «cyber-physical systems»
are used. They attract attention due to terminological
incomprehensibility, but in no way affect the essence of
the presented scientific result.

In addition to the above, the given legislative and
other definitions contextually do not show any signs
of the relationship between cyberspace and cybernetic
space. Also, due attention has not yet been paid to this
issue in professional publications, which requires
separate coverage.

The purpose of the article is to clarify the
concept of cyberspace and to outline the relationship
between cyberspace and cybernetic space.
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Achieving this goal primarily requires clarification
of the concept of cyberspace, for which it is necessary
to define a certain concept for solving this problem. The
basis of this concept is the idea of the writer W. Gibson.
The idea does not contradict the official context of
cyberspace in the Okinawan Charter [1] and most well-
known professional publications. They claim that
cyberspace is an information environment created by
computer networks, which provides interaction
(communication) in digital form (codegrams). It should
be noted that a computer network with a topology of
any configuration and complexity is created and
maintained as an element of a certain information
infrastructure. Based on this, it is obvious that the
simplest topology of the cyberspace computer network
can be formed by a couple of computers that can
technically interact with each other, as shown in
Figure 1 (the simplest because it still provides creating
a virtual structure by the connection of software logic of
two computers into one).

Ky < K>

A\ 4

Ki, K2— computers
«4—>»— technical connection

Figure 1 — The simplest topology of a computer
cyberspace network

Another component of the concept should be an
understanding of the cyberspace pragmatics - meeting the
information needs of the user: obtaining (forming) or
using information depending on its purpose.

The concept also assumes that meeting the
information needs of the user requires the presence in
cyberspace of a sufficient amount of information
resources (facts, information, data, information) in
electronic form, i.e. EIR.

Finally, the concept needs to clarify the important
technical details identified in the above issues, which
arose, in particular, regarding the concept of
cyberspace defined by the legislation of Ukraine. So
let's clarify these details.

Regarding the first question, we say that «virtual
space» means artificially (software defined) created local
cyberspace of the user within a more powerful computer
network. For example, a global network, which is
technically not virtual at all! Such virtual space is only a
small part of the overall cyberspace. Therefore, to
consider and define cyberspace as a virtual environment
is a mistake that should not be allowed.

The second question is called into question by the
contextual assertion that cyberspace covers only
global computer networks. The suspicion is caused by
the presence of real electronic communication
processes not only in global but also in various
isolated local computer networks. For example, such a
topology as shown in Fig. 1, when a certain
specialized information environment is created, which

is also appropriate (should) be considered cyberspace.

The third question is caused by the need to
understand the boundaries of cyberspace. That is, where
and how the EIR is formed, which can have a pragmatic
value for the user of the computer network that provides
the formation of cyberspace. In this regard, we pay
attention to the topology of the computer network, shown
in Fig. 1.

Let's ask ourselves a simple question: can such a
network be suitable for the needs of the user without the
availability of thematic information or data in digital form
on at least one computer? The answer is obvious: no, it
can't — such a network without thematic information
content is just a «metal» structure that has the volume,
weight and technical ability of computers to interact.

Let's ask another question: how can information or
data in digital form initially appear (appear) in such a
network? That is, EIR, as a substance of future
network exchange (traffic) and internal information
transformations in each of the computers. The answer
is also obvious: initially, information or data in digital
form on a computer network can appear (arise) only
by external input through available gateways
(interfaces). This process is implemented by a human
operator or with the help of sensors (sensors) of
signals or messages about the objects of the
surrounding world (including remotely from the
network), as shown in Fig. 2.

The diagram in Fig. 2 shows that the boundaries of
cyberspace form not only a set of computers connected by
telecommunications, but also all types of sensors and
sensors that have a regulated contact with network
computers. It is the sensors and sensors that provide a
sufficient amount of EIR (facts, information, data,
information) in cyberspace, both through initial creation
and replenishment, as well as various transformation and
use of EIR in a real or virtual computer network.

Along with the obvious example of global cyberspace,
which is based on the Internet, examples of local
cyberspace should be considered any specialized
computerized networks that are separate from the Internet.
These should be considered radar or sonar networks for
environmental monitoring, navigation systems, process
control systems in various industries, and so on. At the
same time, according to the scale of topology branching,
such networks can also be classified as global. We
emphasize that, if necessary, local cyberspace can be
locked with the global network, in particular with the
Internet, becoming part of global cyberspace.

The doubt in fourth question is that cyberspace
involves only communication (reciprocal communication).
That is, two-way exchange of signals or messages is
provided. But in cyberspace, processes can be carried out
that do not involve such an exchange, but are performed
unilaterally. Examples of such unilateral interference could
be a cyberattack on a cyberspace computer network or
interference  with communications or electronic
intelligence. That is, we are talking about the elements of
the system that forms cyberspace.
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Figure 2 — Computer network with open gateways: (example of organizing the structure of local cyberspace)

As can be seen from the above, the definition of the
essence of cyberspace is influenced by a range of features,
the disregard of which from the standpoint of a systems
approach is questionable as known formulations of this
concept.

To overcome this doubt, when defining the essence of
cyberspace, it is necessary to take into account only the
general features that are characteristic of the whole range of
features of the creation and operation of cyberspace,
which is based on a computer network. In our opinion,
these are the following common features:

availability of a computer network (local or global
scale);

availability of pragmatic quality in the computer
network of EIR, which are initially entered into the
network;

the need to use EIR to meet the information needs of
the user (consumer).

These general features allow you to get a short but
systematically balanced definition:

cyberspace — a computerized environment for the
formation, storage and use of electronic information
resources, which is designed to meet the information
needs of the user (consumer).

This definition does not contradict the generally
accepted concept of W. Gibson-Okinawa Charter, but is
generalized, which ensures its universality and
application in the broadest sense.

In this case, we should also distinguish the following
entities:

local cyberspace — a computerized EIR environment,
which is formed in a separate network topology outside
the global computer network;

global  cyberspace — a computerized EIR
environment, which is created within and using the
resources of the global computer network;

virtual — cyberspace is a computerized EIR
environment that is created artificially (using a software)
in the interests of an individual user (consumer) within a
computer network of local or global cyberspace.

This definition of cyberspace and its varieties has
certain accents. First, its core is the available amount of
EIR, which is the target for external attacks (cyber-
aggression) and at the same time the object of
comprehensive protection (cyber defense). Secondly, any
practitioner can consider the computerized information
system created by him (connected to the global network
or outside it) as his own cyberspace.

Thus, we have a systematically balanced definition of
the concept of «cyberspace», which does not contradict
the concept of W. Gibson-Okinawa Charter. Then it is
necessary to note the difference and relationship between
the essence of this concept and the essence of the
«cybernetic space» concept according to N. Wiener.

Let start with the difference between these concepts. It is
known that according to N. Wiener's concept, the term
«cybemetic spacey literally means «control space» or «control
system space». In such a space, EIR is created and used to
implement a specific control process. And the concept of
«cyberspacey involves the use of EIR to meet any information
needs of the user (consumer). Moreover, it is not necessary to
implement the full cycle of the management process, but as an
auxiliary option. In particular, cyberspace, especially
globalized, is often used as a source of reference data.
Therefore, the concepts of «cyberspace» and «cybermetic
space» are not identical, so they should be separated from
each other. As a result, it is illogical to identify (contextually
identify) such terms as «cyberattack» and «cybemetic attack»,
«cyberoperation» and «cybernetic operation», etc., because
they have different meanings.

Now about the relationship between these concepts. It
is known that any cybernetic system (control system) is
usually an information system. A stable management
system operates on the principle of feedback. It consists of
a control body (setting element), an executive body
(effector, regulator), a control object (anything) and a
sensor for monitoring the state of the control object
(receptor — feedback element) [12; 13]. These elements
interact as shown in Fig. 3.
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Figure 3 — Interaction of elements
in a cybernetic system

When these elements of the control system are
organized and operate within cyberspace, then
cybernetic space is part of cyberspace (for example,
this principle is carried out by cyberattacks on certain
objects integrated into cyberspace, which become the
object of external control). There are situations when
the elements of the control system in different
versions may be outside cyberspace. A conditional
example of a variant of the structure of such a control
system is shown in Fig. 4.

Cybernetic
space

Control
Object

Figure 4 — A variant of the control system
within the cybernetic space
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CYTHICTb KIBEPMPOCTOPY TA MO0 B3AEMO3B’A30K 13 KIEEPHETUYHUM MPOCTOPOM

Cuiyapenxo Ilempo Mukonaitoeuy (ooxmop mexniunux nayx, cmapuiuii Haykoeuii cnispooimnux)
Capuuee IOpii Onekciitosuu (Kanoudam mexuiuHux Hayx, cmapuiuii HayKosuil criepoGimuuK)
Topoitiuyx Banepiii Banenmunosuy (kanoudam mexuiunux nayx, cmapuiuii 00cnionux)

Hauionansnuii ynieepcumem oooponu Yxpainu, m. Kuis, Yxpaina
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Ilocmanoeka npoonemu 6 3azanvHomy euznaoi. [lpeomemom O00OCNiONCEHH € NUMAHHA 83AEMO36 SI3KY
ma pisHuyi nomams Kibepnpocmopy i kKibepnemuunoz2o npocmopy. Mema cmammi — YMOUHEHHA NOHAMMA
Kibepnpocmopy ma OKpeCleHHs 63AEMO38 3Ky Kibepnpocmopy | KibepHemuunoeo npocmopy. [uckycitinicme
CMOCOBHO NOHAMMA Kibepnpocmopy i 1020 63A€MO36 3Ky 3 CYMHICMIO KibepHemuyHo20 NpOCMOpY GUKIUKAE
nompeby nooanbuio2o, 2aubUo20 i, B00HOUAC, Y3A2ANbHEHIUO20 PO3 SICHEHHA. 3A80aHH NONASAE 8 PO3MENCYBAHHI
NOHAMb KIGepnpocmopy ma KibepHemuyHo20 Npocmopy, d MAKOJC GUSHAYEHM iX 63AEMO36 513Ky, OCKINbKU yYi
NOHAMMS He € I0eHMUYHUMU 3d CYMHICMIO, HA W0 YACMO He 36epMAEmbCsl Y8azu.

Memoou oocnidacenna I1i0 wac nanucaums cmammi 3aCMOCOBAHO: CUCIEMHUL  T02TYHULL NIOX00U, Memoou
NOPIGHAHHA Ma aHanizy. 3a3HaueHutl MemoOuyHUl nioxio 0as 3Mo2y CUCHEMHO NPOAHANIZY8aAmU OCHOGHI NOHAMMSL i3
npeghixcom «Kibepy, 6UAGUMU PO3OIXHCHOCMI MA 83AEMO36 A30K MidIC HUMU.

Ananiz ocmaunix oocniodycensv i nyonikayin. Heeusnauenicmo nouamms mepminy «Kibepnpocmipy y
PO32AHYMUX 0dHCepenax Npu3eooums 00 U020 GibHO20 mda, [HOOI, HeOopeuHozo GuKkopucmauna. B ceolo uepey,
BUSHAYEHHS MEPMIHIG 3 npediKcoM «KIbep» makoic nompedye 0OHO3ZHAUHOCHIL.

Buknao ocnoenozo mamepiany. B x00i ananizy ioomux nyonikayii uaeieHo pao 63aEMHUX pO30ixcHoCmel
MIYMA4eHHs NOHAMMA KIOepnpocmopy, a maxKodic pakmu HeunpagoaHo20 OmMonONCHEHHs MepMinie «Kibepnpocmipy
ma «xibepuemuynuii npocmipy. Heseaoicarouu na cnpobu demanizayii nousmms kibepnpocmopy, yci eapianmu
mAACIIOMb 00 2IO6COHIBCLKO20 noHAmMmA «cybercpacey, OCKilbKuU 6 OCHO8Y BUSHAYEHMS A6MOPAMU NOKAAOAECbCA
HAAGHICMb  KOMN TOmepHoi  Mepedici  ma  Modcaugicms  ingpopmayiiinoi  63aemodii  y  maxiti  mepedci.  Lle
niomeepodACcyembcsl i HAYIOHANbHUM 3aKoHoOascmeom Yxpainu. Taxa cumyayis wkoOums 3acmocy6aHHio €OUHUX
nioxo0ig 00 po32isidy YUPPosaHux iHGHOpMayiiHux cucmem ma cucmem YnpaeiiHHs 3a2aiom, Wo nompedye Kopexyii.

Enemenmu naykoeoi noseusznu. Ha ocrnosi konyenyii Binvsama I'iocona, sika niompumarna OKIiHABCHKOIO XApMi€io
anobanvrozo ingopmayiiinozo cycninbemea 2000 poky, a makodic 3 ypaxy8aHHAM 3a2anbHUX 03HAK, WO XAPaAKmepHi O
Ycbo2o chekmpy 0cobnueocmel, NOG’s3aHUX i3 QOPMYBAHHAM, 30€pedCceHHAM mMa SUKOPUCHAHHAM eNeKMPOHHUX
iHopmayitinux pecypcis, 3anponoHO8aHO y3azaivbHeHe GUIHAYeHHA NOHAMMA Kibepnpocmopy. Bpaxogyiouu cymuicme
noHsmms «KkibepHemuunull npocmipy 3a koHyenyiero Hopbepma Binepa, nokazano iOMIHHICIb Ma 63AEMO38 SI30K MIdIC
Kibepnpocmopom i KibepHemuuHuM HnpoOCMOpoM. Busnaueno nomamms «IOKaIbHULl Kibepnpocmipy, «2100anbHull
Kibepnpocmipy, «8ipmyansHuil KIbepnpocmipy ma 6Ka3anHo Ha HeOOXIOHICMb PO3PI3HAMU IX Midic cO0O0I0.

Teopemuune ma npakmuune 3nauenna cmammi. Ompumani pe3yrbmamu NniOKpeciiooms HeoOXiOHiCMb
OUCMAHYII8amMuU KIACUYHY KiDepHemuyHy meopiro 6i0 HOGIMHIX meopill, N08 A3aHUX i3 NOHAMMAM KiDepnpocmopy.
Lum makooic 36epmacmuvcs yeaza Ha nompedy KOpeKmno20 3aCmocy8anHs mepMiHon02iuHoi 0a3u cy4acHux meopii aK
OCHOBU PO3YMIHHA IX NONOJICEHDb, 6 IHMepecax po3sUmKY ma HANeJICHO20 PYHKYIOHYBaHHA yudposux ingopmayitinux
cucmem ma cucmem ynpaeuiHHs.

Bucnoeok i nepcnekmueu nodanbumux 0ocnioxncens. Tepminu «kibepnpocmip» ma «KibepHemuyHuil npocmip »
€ piBHUMU 34 CymHicmio, MOMy iX eKeieaneHmHe GUKOpUCMAHHA 6 meopli ma npakmuyi Hedonycmume. Ilodanvuii
oocriodcents 0oyiNbHO 30cepedumu Ha peanizayii nioxo0y wooo npasulbHO20 UKOPUCHAHHS 3A3HAYEHUX MEPMIHis,
30Kpema, nio yac pos2nsady numans Kibepbesnexu ma npoyecie ynpasuinHsi.

Knruosi cnosa: xibepnpocmip, KibepuemuyHuil npocmip, 634€M0o38 30K.

List of bibliographic references

1. Okinawa Charter on Global Information Society. 288 c. URL: https://duikt.edu.ua/uploads/1 1209 69915296.pdf

2000. (Okinawa, July 22, 2000). URL:  (mara 3BEPHEHHSL: 25.06.2024). 8. Jlinkan B. A.,
https://www.mofa.go.jp/policy/economy/summit/2000/ Xapuenko JI. C., JlorinoB O. B. [ugopmayiiina  6e3nexa
documents/charter.html  (Accessed: 24 June 2024).  Vkpainu: enocapivi. Kuis Bun. Konmop, 2004. 382c.

2. Liepman J. M. J. Jr. Cyberspace: The Third Domain.
The Wright Stuff December 13, 2007. URL:
http://www.maxwell.af.mil/au/aunews/archive/0223/Articles
/Cyberspace%20Third%20Domain%20-%2 (Accessed:
24 June 2024). 3. Lewis A. J. Securing Cyberspace for the
44th Presidency / Centre for Strategic and International
Studies, 2008. URL: https:/csis-website-prod.s3.amazonaws.
conmy/s3fs-public/legacy files/files/media/csis/pubs/081208
securingcyberspace 44.pdf (Accessed: 24 June 2024).
4. TIyooB /1. B. Ilinxomu nmo ¢opmyBaHHs Te3aypyca B
ranysi kibepoesneku. ITorimuunuii menedscmenm. 2010.
Ne'5. C.19-30. S. Ay6os . B. Kibepnpocmip sax Hoguii
sumip 2eononimuunozo cynepruymea: monozpagis. Kuis :
Bun. HICL, 2014. 328 c. URL:
https://www.niss.gov.ua/sites/default/files/2015-02/Dubov_
mon-89¢e8e.pdf (mara 3BEpPHEHHS 25.06.2024).
6. Bypsiuok B. JI. Ocnosu ghopmyeanns oepacagroi cucmemu
Kibepnemuunoi besnexu: monozpaghia. JIpBiB : Bux. MarHoumis-
2006, 2013. 432c. URL: https://magnolia.lviv.ua/wp-
content/uploads/2024/04/Osnovy-formuvannia-derzh.-

systemy_zmist.pdf (mara 3BEpHEHHSL: 25.06.2024).
7. Bypsiuok B. JI., Tonyoxo B. b., Xopouko B. O.,
Tomona C. B. Inghopmayiiina ma Kibepbesnexa:

coyiomexniynuti acnexm: migpyanuk. Kuis : JIVIKT, 2015.

9. Jlinkan B. A., Ilonosa T.B. Cmpameziuni xomyHixayii:
cnosnuk / 3a 3aranporo pen. B. A. Jlinkan. Kuis : Bug. ®OIT
Jlinkan, 2016. 10.BapanoB O. Ilpo wiymadeHHs Ta
BIBHAYEHHS KibepOesneku. [ngopmayis i npaso. 2014.
T.2(42). C.54-62. 11.ACTY ISO/AEC 27032:2016.
Iadpopmariitai TexrHomorii. Meronu 3axucty. Hacranoeu mono
kibepOesnexu (ISO/IEC 27032:2012, IDT). [Unnanmii Bix
01.01.2018]. Bun. odin. Kwmi: I «YxpHAHLL», 2016.
12.ISO/IEC TS 27100:2020(en). Information technology.
Cybersecurity. Overview and concepts. URL:
https://www.iso.org/obp/ui#iso:std:iso-iec:ts:27100:ed-
L:vl:en:term:3.5 (Accessed: 25 June 2024). 13. IIpo ocHoBHi
3acagu 3a0e3neyeHHs1 KiOepOesnexku YkpaiHu: 3axoH
Vipainu Bix 05.10.2017. Ne2163-VIIL. [lara oHOBIECHHS:
16.01.2024. URL: https://zakon.rada.gov.ua/laws/show/2163-
19#Text (mara 3BepHeHHS: 25.06.2024). 14. Lxeniox H.,
€scees C., Jasypenko b., CepkoB O., Kacinos O. Croci6
3axucry iHpopmanii B kibepdizmunomy mpoctopi. Cyuachi
ingpopmayivini - cucmemu.  2023. T.7. Ne4. C.80-86.
15. Bunep H. KuGepnetnka wmnm ympaBieHue u CBS3b B
)kuBOTHOM M MammHe. Mocksa : M3x. Cos. Paguwo, 1968.
328 c. 16. F'mymkos B. M. Kubepueruka. Bonpocs! Teopun
u npakTuku. Mocksa : M3n. Hayka, 1986. 488 c.

10 ISSN 2311-7249 (Print)/ ISSN 2410-7336 (Onling) - CyMACcHi iHghoOpmawiiing mexroA0zii'y cgept besnexy ma oboporu Ne 2(50)/2024




