Information and analytical activities in the field of security and defense

DOI:10.33099/2311-7249/2023-48-3-83-88

YK 355.45

Mypacoe Pycmam Kaminoseuu (xanouoam mexniunux nayx)
Menvnux Apocnae Bauecnasosuu

Hauionanovnuii ynisepcumem oooponu Yxpainu, Kuie, Yxpaina

PE3YJNIbTATU OLIHIOBAHHA 3AIPO3 KPUTUYHIU
IHPPACTPYKTYPI METOAOM EKCIMNMEPTHOI'O OLIHIOBAHHA

Cb0200Hi documsb uacmo BUKOPUCHOBYIOMbCA MeMOOU eKCNePMHO20 OYIHIOBAHHSA, Wo 0a3yemuvcsa Ha
3ANIYHEeHHI eKcnepmis i3 pizHux obaacmeti 3HAHb, AKI HAOQIOMb CBOI (haxo8i OYIHKU CMOCOBHO UMOBIPHOC
BUHUKHEHHSl 3a2p03 ma Xapakmepy ix enaugy Ha 00 ’ekmu Kpumuunoi ingpacmpyxkmypu. Memoiw cmammi €
OYIHIOBANHA 302P03 KPUMUYHOT THGPACMPYKIMYpU MEeMOoO0OM eKCNepmHOo20 OYIHIOBAHHA OAsi 3aN00IeaHHs
BUHUKHEHHS] HA036UYAIHUX CUMYayitl, a 8 pasi HEMONCIUBOCHIE IXHbO20 3aNn00ieanHs — MIHIMI3ayil ix Hac1iOKie ma
onepamueHozo nikeidyeants. 11i0 uac nposederHs 00CNIONHCEHHs 3ACMOCO8AH0 MAKL Memoou: Memoou aHaizy
nio uac aHani3y8aAHHs ICHYIOUUX OJCepel 3d HANPAMOM OO0CHIONCEeHb, ICHYIOUYUX NIOX00I8 OYIHIOBAHHS 3a2po3,
MemoOu amanizy pusuKie, Memoou MamemamuiHo2o MoOe08ANHHS Ol OYIHIOBANHS 3a2PO3 MA AHANIZY PUSUKIE,
Memoou MAUUHHO20 HABYAHHA MAKI AK WIMYYHUL iHmenekm, 2iuboKe HABYAHHA Md Memoo eKCHepmHO20
OYiHI0BaHHs. 3azHayeHutl Memoo0o02iuHull NioxXio 0ag 3M02y OMmpuMamu pesyibmamu OYiHIO8AHHS 3A2PO3
KpumuyHoi ingpacmpykmypu O0as payioHAIbHO20 pPO3NOOILY 3Ac00i8 3axucmy, wo BUKOPUCTHOBYIOMbCS
CKAA008UMU CUl be3neku i 000poHu Oepicasu. Y cmammi HaeOeHO ICHYIOUI NiOX00U OYIHIOBAHHS 3A2PO3 1
DO3CTIAHY IO MONCIUBICING BUKOPUCTHAHHIA MeMOO) eKCNepmHO20 OYIHIOBAHHSA 018 BUSHAYEHHS 302D03 KPUMUYHIL
inhpacmpykmypi 8 Cy4acHux ymoeax pocCilicbKo-yKpaincokoi 6itinu. Taxooc uceimieHo memooonozito
OYIHIOBAHHS 3a2P03 KPUMUYHIL IHQPACmMpYKmypi, 3aCHO8AHY HA MemoOi eKcnepmHozo oyinoeanns. Hasedeno
pesyiomamu  OYiHIO6AHHS 3a2po3 045 00'ckmis Kpumuunoi IH@dpacmpykmypu. 3anponoHoéano nopsioox
OYIHIOBAHHSL 3a2p03 KpumuuHill iHpacmpykmypi 3 npiopumusayicto 3aepo3. Ilosicnena cymv memoody
EKCNepMHO20 OYIHIOBAHHSI MA YOOCKOHANICHHS Yb020 Memoody 3a805KU G6OCHHIO I0eHMUQpIkamopie 3azpo3
KpumuuHoi inghpacmpykmypu ma yKiaoeHH0 makux eUsHa4ets: ycepeOnena eKkCnepmua iMogipHicmo, okpemi ma
CYKYNHI 0eCmpyKmueHi HacaioKu, UMOBIPHOCMI 3a2po3 3axucmy Kpumuunoi ingppacmpyxkmypu. e oacms 3moe2y
30cepedumu 3yCUIA HA HAUOIIbW HeDe3NeyHux 3azpo3ax i 3anobicmu 3HAYHUM 8Mpamam KpUumuyHoi
ingppacmpyxmypu. Enemenmamu Hayko6oi HOGU3HU cmammi € MeXauizm npiopumusayii pusuxie (Hacuiokis,
CYKYRHUX OeCMpYKMUSHUX eghekmis) 3 8U3HAUEeHHAM HaliHeOe3neuHiuux i 8i00KpeMIeHH] MaKux, wo Marnms
He3HauHuti egexm. 3pobieHo BUCHOBKU CMOCOBHO MOMCIUBOCMel [ OOYINbHOCMI 3ACMOCY8AHHA Memooy
eKCNepmHo20 OYIHIOBAHHA 3 Memolo I0enmugikayii nomenyiunux pusuxie O0as 00 ’€kmie KpumuuHoi
inghpacmpykmypu ma pospobnenns cmpameeii ix saxucmy. [Ipoeedeno npaxmuuni po3paxyuKu 3 6UCHOBKAMU
CmMoCco6HO 3a2po3 i ix npiopumesayii w000 Kpumuynoi ingppacmpykmypu. /o meopemuunoi 3navywocmi cmammi
Ci0 GiOHeCcmu 6K1A0 Yy PO3GUMOK Memo00I02ii OYIHKU 3a2po3 KpUmuyHill iHgppacmpykmypi. 3anponorHoganui
MemoO eKCnepmuo20 OYiHIOBAHHS 0036015€ OMPUMAMU KITbKICHI OYIHKU 3A2PO03, WO € BANCTUBUM OJIsL RPUUHATNMSL
eekmusHUX yNpaeuiHCLKUX piuleHb ma 00380JA€E 6PAXOBYEAMU DIZHOMAHIMHI (aAKmMopu, Wo 6nIueams Ha
pisenv 3azpo3u 6 yinomy. Ilpakmuyna 3Hauywicmv cmammi NOAA2AE 8 MOMY, WO OMPUMAHI pe3yTbmamu
00CNiOJCEH ST MOJICYmb  Oymu  sukopucmani 0. 3abesneyenHs Oe3neku Kpumuunoi ingpacmpykmypu,
dopmysanns npiopumemie 3axucmy 00'ckmie Kpumuunoi (8iticoko60i) ingpacmpykmypu ma po3pooKu 3ax00ie
w000 nidsUWeHHsL PigHs be3neKu KpUmuuHoi (8iticbko6oi) ingppacmpykmypu. Pezyromamu cmammi oaiomsv 3moz2y
30iliCHI08AMU  AHANI3 3A2P03 KPUMUYHOI IHPACMPYKMYpU 6 YyMOo8ax 6iUHU Md paKemHO-OPOHOBUX YOapis,
Gopmysamu npiopumeso8anull CNUCOK 3a2po3, GIOOKpeMUMU HEe3HAYHI 3a2po3u 3 Memolr ONMUMATLHOZO
3ACMOCYBANHS HASAGHUX CUTL | 3aC00i6 Ma MIHIMI3aYii HAO36UUAUHUX HACTIOKIE.

Knwowuosi cnosa: xpumuuna ingpacmpykmypa, pakemuo-opoHosi yOapu, eKcnepmHue OYiHIOBAHHS,
MIHIMI3aYis HA036UYATHUX CUMYAYill, BUHUKHEHHS HAO36UYAIIHUX CUMYAYil, YUGLIbHUL 3AXUCHI.

Beryn AnexBaTHE OLIHIOBaHHA TaKUX 3arpo3 JoIoMarae
OLiHIOBAHHS 3arpo3 KPUTHYHIi iH(ppacTpykTypi  BHSBHTH NOTCHUINHI PU3HKHU I 00 €KTIB KPUTHYHO]

JIepIKABH € BaXKIIMBUM 3aBIaHHAM y cdepi ii Gesnekn ta  IHPPACTPYKTYPH Ta po3poOHTH eheKTHBHI CTparTerii ix

oboponn. Taka xpurtuuHa iHpacTpykrypa, sk  3aXHCTY.

CHEPreTHKa, TPAHCIOPT, TEJICKOMYHIKaIii Ta 1HIIl Ilinxom 10 OWLIHIOBAHHSA BHKOPHUCTOBYIOThCS

00’ekTH, 3a0e3nedye HOpMaibHE (YHKIiOHYBaHHs  3AJICKHO Bil KOHKPETHHX MOTPEO 1 XapaKTepHCTHK

CYCIUIBCTBA 1 € HUISIMH JJsl TOTCHIIHHHUX 3arpos. KPHTWJ.HOT in)pa?prKTypH- . OnmuH i3 3aranpHMX
ITIAXOIIB — [1€ KBAIITATHBHE OI[IHIOBAHHS, 1€ €KCIIEPTH
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IHopmauiiHo-aHaniTUYHa dianbHICTL ¥ cdepi 6e3nekn Ta 060poHM

BHKOPHUCTOBYIOTh CBOi 3HAHHS 1 OCBiA JJIA HaJXaHHS
OI[IHKM 3arpo3d Ha OCHOBI KaTeToOpii, TaKuX 5K
IMOBIpHICTh 3arpo3, Bpas3iUBICTh 00 €KTIB KPUTHIHOT
iHGPaCTPyKTYpH, BIUIMB HA HE i MOXIIMBI HACIIIKH.
et migxim Moke OyTH KOPHUCHUM IS OIliHIOBaHHS
3arpo3 Ha MOYaTKOBUX €Tarax aHami3y. [Hmmit miaxim —
KUIBbKICHE OIIHIOBAaHHS, WiJ 4Yac SIKOTO CKCIEePTU
BHUKOPUCTOBYIOTh CTATUCTHYHI METOJIU Ta MOAEII JUIs
OIliIHIOBaHHS 3arpo3. Takuil MiaXiJy BUKOPUCTOBYE
KOHKPETHI JaHi Ta TOKa3HUKH IS PO3PaxXyHKY
HMOBIpPHOCTI Ta BIUIMBY 3arpo3u. BiH Moxke Oyt
KOPHUCHHUM JiJIsl OUIBII TOYHOTO OLIHIOBAHHS 3arpo3 y
BHUITAJKaX, KOJM HAasBHI CTATHCTHYHI AaHl. Takox
iCHye Miaxim, mo KOMOiHye SK KBaJIITaTWBHI, TaK 1
KIUTBKICHI OIliHIOBaHHS. EXCIIEpTH BUKOPUCTOBYIOTH SIK
CBOI BIIaCHI 3HaHHS Ta IOCBII, TaK 1 KOHKPETHI JaHi JIs
OIliHIOBaHHS 3arpo3u. Lled migxim Moxke OyTh
KOPHUCHHM JJIs1 O1JThIII KOMIUIEKCHOTO aHai3y 3arpo3 Ta
IXHIX HACIIIKIB.

OauH 3 METOIB, IO JOIIUIFHO BHKOPHCTOBYBATH
JUIsl BU3HAYEHHS 3arpo3 KPUTHYHIH iH]pacTpyKTypi €
METOJI eKCIIePTHOTO oIiHroBaHHs. Leit minxin 3amyqae
EKCIIEPTIB 3 Pi3HUX 00JacTel 3HAHb VIS OLIHIOBAHHS
WMOBIPHOCTI ~Ta  BIUIMBY  3arpo3. Ekcreptn
BHKOPHCTOBYIOTh CBili MpodeciitHmii JOCBi 1 3HAHHS,
JUTSL OIIHIOBAHHS IMOTSHIIIMHUX PU3HKIB.

OuiHIOBaHH 3arpo3 KpUTHYHIN iHpacTpyKTypi
METOJIOM E€KCIIEPTHOTO OI[iIHIOBAHHS CIIiJ] IPOBOJNUTH 32
TaKOI0 MOCiOBHICTIO [1]:

(hopMyBaHHS €KCIIEPTHOI IPYIIH;

BHU3HAYCHHS 3arpo3;

BCTaHOBJICHHS KPUTEPIiB OILIHIOBAHHS;

NPOBEJCHH 300py aHUX Ta IX aHai3;

IHTEpIIpeTaNis pe3yabTaTiB.

IHocranoBka mpobGiaemMn. 3axuUCT KPUTUYHOL
iHOPacTpyKTYypu € (GYHIaMEHTAIBHOIO CKJIaJI0BOIO
HalioHampHOT Oe3neku. BuBemeHHs il 3 mamy abo
CyTT€BE TIOpYyIIEHHS  (QYHKI[IOHYBaHHS  MaTHMeE
MacmTaOHI JeCTPYKTHUBHI HACTIIKH pEriOHaIbHOTO
abo nmeprkaBHOTO 3HadeHHs [8]. Bopor 3ocepenuB cBoi
PaKeTHO-JPOHOBI aTaku caMme Ha 00’€KTax KPUTUIHOL
IHQPACTPYKTYpH Ta Ma€ Ha METi JOCATHEHHS TaKOro
JIECTPYKTHBHOTO PIiBHS CBOiX yJapiB, 1100 CTBOPUTH
€KOJIOTO-TEXHOTCHHO-TYMaHITapHy — Katactpody B
yMOBaX OOMEKEHHS 3aCTOCYBaHHS sIEpHOI 30poi.
OTxe, OIIHFOBaHHS 3arpo3 Ta 3aXHCT Ha WOTO OCHOBI
KPUTUYHOI 1HPPACTPYKTYPi € BaXUIMBHM 3aBJaHHSIM
U1 3a0e3nedeHHsT Oe3MeKu Ta CTIHKOCTI KPUTHYHUX
CHCTEM.

AHaJi3 ocTra”HHiX gocaimkeHb i myOsikamiii.
OuiHoBaHHS 3arpo3 KPUTHYHIA 1HGPaCTpyKTypi
METOJIOM EKCIIEPTHOTO OIIiHIOBaHHS € AaKTHBHUM
00’€KTOM JOCHiDKeHb 1 myOmikamidi y ramysi
KiOepOe3neky, Oe€3NMeKH KPUTHYHMX CUCTEM Ta
ynpasiiHHS pusukamu. Tak, aBTop €pmenuyk O. I1.
y poboti «OCHOBHI MiAX0AW 10 OpraHizauii 3axucty
KPUTHYHOI 1HQPACTPYKTYpH B KpaiHax  €Bpomu:
IOCcBin Juis YKpaiHm» [6] Hamae OrJIsd 3aralbHHX
MIXOMIB IO OIIIHIOBAHHS PH3HMKIB  KPUTHYHOL
iHGPACTPYKTYpH, BKIIOYAIOYH METOAHM EKCIEPTHOTO
OIIHIOBaHHS 3arpo3 Ta PO3TIsAac MPOOIeMHI TTUTAHHS
inenTudikarii 3arpo3, BH3HAYCHHS BpPAa3JIMBOCTEH Ta

pO3paxyHKy HachiAkiB. Y myOumikamii aBTOpiB
VYpsaanikosa . B., Uymauenka C. M., Kapmazina C. B.,
Tecnenko O. M. «3acTocyBaHHS eKCITIepTHO-
AHANITHIHUX METOIB IS OIlIHIOBAaHHS PHU3HKIB
HaJ3BUYAMHUX CHTyallii Ha 00’€KTax KpUTHIHOL
iHppacTpykTypu» [7] TIPONMOHYETHCS MEXi s
CKCIIEPTHOTO OLIHIOBAHHS PH3MKIB Ta MNPUHHATTS
piieHb. BOHM pO3MIAAalOTh NUTAHHS 3aly4eHHS
CKCIICPTIB, BH3HAYCHHS BAroOMOCTi iXHiX OIIHOK 1
aHaiizy oTpuMaHux nanux. Aetop Lisma C. M B crarti
«[TpaBoBe Ta opraHnizamiiiHe 3a0e3neyeHHS 3aXUCTy
00’€eKTIB KpUTUYHOI 1H(pOpMaLiiiHOl iHPpacTpyKTypH
Bim  kibeparak» [8] po3risamae  TpaBoBi  Ta
opraHizamiiHi  acmekTH 3a0e3meueHHs  3aXHUCTy
00’€KTiB KpUTHYHOI iHPOpMaIiitHoi iHQpacTpyKTypH
Bil KiOepaTak. BWKOpHCTOBYE TO3UTHBHHI JOCBiJ
CIIIA y 3abe3nedueHHi CTIMKOCTI 00’€KTIB KPUTUIHOL
iHQPaACTPpYKTypHu Ta aHami3ye TOJOKEHHS HOBOI
Crparterii kibepOe3nexku YKpainu.

IcHye nekinbka METOMIB OLIHIOBAHHS —3arpos
KPUTHYHOT iHQPACTPYKTYpH:

METOJM aHali3y PU3HUKIB, Taki SIK aHaji3 30MTKIB,
aHaJIi3 IMOBIpHOCTI Ta BIUIMBY, MeToy MoHTe-Kapio ta
iHm [5];

METOJIM MaTEMaTUYHOT 0 MozetoBaHHs. Llel meron
CTBOPIOE MaTEeMaTHYHy MOJENb, sSKa [OTIOMara€e B
OIIiHIIi 3aTrpo3 Ta aHaNi3i pu3uKiB [1];

METOAM MAIIMHHOTO HaBYaHHS TaKi SK IITyIHUH
IHTEJIeKT, TTMOOKE HABYaHHS Ta MAIIMHHE HAaBYaHHS Ha
OCHOBI naHuXx [2];

METOJl eKCIIEPTHOI OLIHKH. Y LbOMY METOJI KiJIbKa
EKCIIEPTiB OILIHIOIOTH 3arpo3d Ta iX IMOBIpHICTH Ha
OCHOBI CBOro J1ocBiny Ta 3HaHb [7]. Came 1eit Meton
OyYB BUKOPUCTAHUH JUIS HATIMCAHHS TAHOT CTATTI.

MeTo10 cTaTTi € OLIHIOBAaHHS 3arpo3 KPUTHYHOT
iHQPACTPYKTYpH METOJOM EKCIIEPTHOTO OI[iHIOBAHHS

I 3anoOiraHHsd  BHHMKHEHHS  HaA3BHYAHUX
CUTyalid, a B pa3li HEMOXIUBOCTI IXHBOTO
3aro0iraHds — MiHiMI3amil X HACJIIKIB Ta

OTICPATHUBHOTO JIIKBiTyBaHHSI.
BukJiax ocHOBHOro MaTtepiaiy

JOCJIiIsKeHH s

B yMmoBaXx HEBH3HAYCHOCTi, CKJIQAHOCTI Ta
HEO/IHOPITHOCTI cHcTeM (KpUTHYHOT iHPPACTPYKTYpPH)
JOLUTBHO  3aCTOCOBYBATH  METOJ  €KCIIEPTHOIO
OIIHIOBAHHS TPYIOK EKCIEPTiB, IO MArOTh IEBHI
3HaHHA Ta 1ocBix [3]. IIpoBingHi HayKOBiI yCTaHOBH Y
chepi CHEPreTHMYHOiI OC3MEKHM TAKOXK  IIHPOKO
3aCTOCOBYIOTh TAKUW METOJI.

OCHOBHHUMH TI€peBaraMM METOIy EKCIIEPTHOTO
OILIIHIOBAHHS CIIIJ 3a3HAYNTH:

BUKOPHCTAHHS JOCBIy — EKCIICPTH MOJXYTb
TOYHIIIE OIIHIOBATH 3arpO3H, BUKOPUCTOBYIOYH CBiit
JIOCBIJI Ta €KCIIEPTUY;

PO3IIUpPEHE OIIHIOBAHHS 3arp03 — EKCIICPTH 3/1aTHI
3IIACHUTH OUTBII TOYHE OLIHIOBAHHS CKIIQJIHUX 3arpo3,

0 BAXKO OXapaKTepu3yBaTH 3a  JONOMOIOIO
ABTOMATH30BaHUX METOJIB;
NPUIATHICTH TpH  OOMEXEHHI pecypciB — y

BUMAJIKAX, KOJM HEMa€ JOCTATHBhOI KIIBKOCTI NAaHHUX
JUTSI CTATUCTUYHOTO aHalli3y, eKCIIEPTHE OIIHIOBAHHS €

84 ISSN 2311-7249 (Print)/ ISSN 2410-7336 (Onling) - CyMACHI THEPOPpMAWTTIHG mexHoA021T "y cbepi besney ma oboporu Ne 3(48)/2023




Information and analytical activities in the field of security and defense

JIOTIUTEHUM 1 paIioHAIEHAM METOJIOM.

ypaxyBaHHsS BIUIMBY JIFOJCBKOrO (akrtopy Ha
3arpo3u.

OCHOBHUMH HEIOJIIKAMH TAKOTO METOJY €:

MosiBa JIIOACHKOT TMOMHJIKH — €KCHEePTH MOXYTb
JIOTTYCKAaTH TIEBHI TOMWJIKH ITiJ Yac OIliHIOBAHHS
3arpo3, 10 MOXYThb BIUIMHYTH Ha TOYHICTh
pe3yibTaTiB;

BIZICYTHICTh 00 ’€KTUBHOCTI (CyO’€KTHBHICTB) —
00MEXEHICTb 3HaHb Ta JIOCBIY €KCIIEPTIB B LIl raiysi,
a TaKOXX BUHUKHEHHS KOHQIIIKTY 1HTEpECiB;

HEY3TOJUKEHICTh TyMOK — €KCHEPTH MOXXYTh MAaTH
pi3HI TOYKH 30pYy Ta OIIHKH, IO MPHU3BOIUTH [0
TPYIHOIIIB y TOCSATHEHHI KOHCEHCYCY;

HE3HaHHS HEBIZIOMOTO — EKCIEPTH MOXYTh OyTH
HenoiHpopMOBaHMMH a00 HE MaTd JIOCTaTHBOI
iHdpopmaiii mMpo TEBHI acMeKTH 3arpo3, MO MOXe
MPU3BECTH IO HEITOBHOT OLIIHKH.

BukopucTaHHs €KCHIEPTHOT'O OLIIHIOBAHHS 3arpo3 €
AKTyaJbHUM, OCKIJIBKH:

HasiBHA 1H(popMaLis Ul aHaji3y Ta 0OpOOKH MOXKe
OyTH HE IOBHOIO, @ YaCTUHA CIIOTBOPCHA;

neBHuUi o0csr iHpopMalil Mae IKICHUH XapakTep;

CKJIATHICTD TTOCTABJICHOTO 3aBJAHHS OIliHIOBaHHS
3arpo3 Ta OOMEXEeHI MOXKIMBOCTI MaTeMaTHUYHOTO
armapary He JaloTh 3MOTY 3i0paTH i y3arajdbHHUTH BCIO
MoTpiOHY iH(MOPMAIIIO JIJIS SIKICHOTO OIiHIOBAHHS,

HEJOCTATHICTh MaTeMaTHYHOTrO amapary s
aHamzy i o0poOku iHpopMarii;

ICHYy€ JIeK1JIbKa MOJKJIMBUX BapiaHTiB HeUTpastizarii
3arpo3, IO HE pO3IJISJaloThCS 4epe3 pecypcHi Ta
TEXHIYHI OOMEKEHHS;

BUHUKAIOTh HerependadyBaHi (akTopu pi3HOTO
MOXOJ/UKEHHS, 10 HE MOJXKJIMBO CIIPOIHO3YBaTH, ale
MOXYTb MaTH CyTTE€BUI BIUIUB Ha O€3MEKy KPUTHYHOI
(Biticbk0BOT) iHPpPACTPYKTYpH.

ExcriepTHe  OLiHIOBaHHS ~ 3arpo3  KPUTHYHIH
iHQpacTpyKTypi TOJsATaE B iXHIM mNpiopuTH3alii 3a
pH3MKaMH (HACITIJKAMHU, CYyKYTHUMH JeCTPyKTHBHUMHU
ebekTaM) 3 BH3HAYCHHSAM HaWHeOE3MeUHImuX, i
BIIOKpEMJICHHI TaKHX, IO MAarOTh HE3HAYHWH Ta
JONYCTUMHHA  JIeCTPYKTHBHUH edekr. (OCHOBHOIO
METOI0  Takoi  MpiopuTH3alii €  ONTUMaJbHE
BUKOPUCTAHHS HAsSBHUX CHWI 1 3aCO0IB JJIs 3aXUCTY
00’€eKTIB KpUTUYHOI IHQPACTPYKTYpH Ta HEWTpamizawii
HaWOUIbII 3HAYYIIUX 1 HAHOUIBII IMOBIPHHX 3arpo3.

BinokpemiooTh 3arpo3u Ta CYKYyTIHI
JIECTPYKTUBHI HACTIAKY peaizailii SsKuX MOXYTb OyTH
HE3HAYHUMH 32 BHCOKOT MMOBIpHOCTI, 200 3HAYHUMH,
mpoTe MajoiMoBipHMMH. EKcriepTHE OIliHIOBaHHS 3
BUKOPHCTAHHSM  SIKICHOTO  METONy Iepeadadae
BCTaHOBJICHHS PiBHSI KOXKHOI C(OPMYITHOBAHOT 3aIpo3U
y cnoci6 noexnanHs ii HacHiAKIB 1 WMOBIpHOCTEH X
HaCTaHHS, BU3HAYCHUX Y TE€PMiHaX 3HAYYIIOCTI.

Jnsi OCATHEHHS IiJIed Takoro JOCHiJPKEHHS,
NPUITYCKAIOTh, IIO BCi CKJIAJOBI YacTHHH 00’ €KTa
YIPaBJIiHHS, HA SIKI MOKE BIUIMHYTH TI€BHA 3arpo3a / i3
nepeniky ineHTudikoBaHux 3arpo3 A = l..m, €
MaKCUMAaJIbHO YpPa3JIMBUMH, TOOTO B IMO3HAYEHHSX Y
BHpa3si:

ST VL =1, (),

ne V; i Lj - xoedinienTH 9acTUHK 00’ €KTa yNPaBIiHHSL.

Y rtakoMy pa3i JECTPYKTUBHUM HACIiIKOM
peaizarii 3arposu €:

Co =21 Ci Ly, 2

ne C; — OKpeMHil eCTpyKTUBHUN HACIIIO0K;

L; — ycepetHeHa eKCliepTHA IMOBIPHICTb;

C; — CyKYIHICTb JIECTPYKTUBHHUX HACII/IKIB.

t = 1...n — mieperiK 3arpo3 KpUTHIHIH iHPPaCTPYKTYpi.

Ypaxosyroun Bupazu (1, 2), mpioputusariio 3arpo3
R 3miACHIOIOTE 32  CIPOIICHHM  BapiaHTOM,
MOPIBHIOIOYM  JTOOYTKH YCEepPETHEHUX EKCIIePTHUX
OLIHOK 3arajbHOi IMOBIPHOCTI L¢ Ta CyKYIHHX
NECTPYKTUBHUX HACHAKIB (¢ peamizamii KOMXHOT
3arpo3y 3 Halepes YCTAHOBJICHOTO IEpeNliKy f 3a
BUPA30M:

R; = LC,. 3
JlominkHO BCTaHOBHTH Taki nediHIimii mIKamu
3HAUYIMIOCTI Ta Tpajalilo BUMIPY 3HA4YyIIOCTI

(y 6amax):

IS 3aTallbHUX IMOBIPHOCTEH:

«auzbka» (1);

«BIJTHOCHO HU3BKa» (2);

«cepenusn» (3);

«BIJTHOCHO BHCOKa» (4);

«BuUcoka» (5).

JUTS CYKYITHUX HETAaTUBHUX HACIIIKIB:

«He3HauHi» (1);

«HeicToTHI» (2);

«tromipHi» (3);

«ictoTHI» (4);

«katactpodiuni» (5).

[ToxiOHI KA 3aCTOCOBYIOTh Y MATPHIISIX BIUIHBY
(Relative Impact) nuist oninroBansst pusukis (National
Risk Assessment) y pepxkaBax — winenax €C [2].
OxpeMO 3BepTalOTh yBary Ha 3arposd, Uil SIKHX
3a(pikcoBaHMIA MaKCHMAaJIbHUH PO3KH] EKCICPTHHX
OLIIHOK HaCJIJIKIB Ta/an iMOBIpHOCTEH
(koHTpOBEpCiliHi). Y TaKUX BUIMAIKax (OPMYITIOBAHHS
3arpo3W Ta/4m ii ommcy moTpedye yTOUHEHHS Ta/du
JIOMaTKOBOTO PO3’SICHEHHS 3 OOKy KOOpIuMHATOpa
(Mmoneparopa) [8]. 3arpo3y BWIydaroTh i3 PEECTPY,
SIKIIO  cepenmHs apudMeTHYHa OIiHKa CYKYITHHUX
HETaTMBHUX HACTIJKIB YW 3arajbHOi 1MOBIpHOCTI
nepeBuriye 2 Oamu. 3 METOK  30UIBIICHHS
00’€KTHBHOCTI €KCIIEPTH HE MTOBUHHI MaTH JJOCTYILy 10
iHpopMamii mNpo  OLIHKW, BHCTaBJIEHI IHIIMMHU
YYACHUKAMH OLIHIOBAHHS.

[Mpuknagom npiopuTH3anii 0 OLIHIOBAHHS 3arpo3
KPUTHYHIN 1HQPACTPYKTypi € BIANOBITHUN IEpeiK,
chopmoBanuii metomom Jlenpdi i3 3amydeHHSIM
10 ekcrieptiB. IlpiopuTH3alito BUKOHAHO 3a piBHEM
3arpo3 [1; 2], mo BU3HAYANH SIK TOOYTOK €KCIIEpTHUX
OIIIHOK ii CYKyITHUX HETaTHBHHUX HACIIJKIB 1 3arajJbHO1
HWMOBIPHOCTI peaiizallii. BuiydeHHs 3arpo3u 3 peecTpy
3IHCHIOBAJIH, KIIIO CepeIHs apu(MEeTHIHA EKCIIEPTHA
OIlIHKa HACHIJIKiB IMOBIPHOCTI MEpeBHIyBaia 2 Oau.
PesynbraTi  OIHIOBaHHS ~ 3arpo3  KPHUTUYHIN
IHQPACTPYKTypi METOAOM EKCIIEPTHOIO OLIHIOBAHHS
HaBeJIcHO B Tabmi 1.

PesynbraTi  OLIHIOBaHHS  3arpo3  KPUTHYHIH
iHGpacTpyKTypi CBig4aTh Mpo Te, IO JKOJAHA 3
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rornepeHbo chopMyIbOBAHUX 3arpo3 CSHEPTeTUIHIN
Oe3merli He OTpUMalia CepeAHbOi apUPMETUIHOI
OIIHKY CYKYITHUX HETaTUBHUX HACIIIKIB 9M 3arajbHOi
IMOBIPHOCTI, KOTpa BUsSBHWIACS O MEHIIOIO, aHixk 2 [4].
Tomy 3arpo3u 3 peecTpy He BHIYHaIUCS.

VYV mepmry mSTIpKy 3arpo3 BKIIOYEHO: PaKETHO-
JIPOHOBI yaapH, BTpaTa KOHTPOJIbOBAHOTO
E€HEeProCTIOKUBAHHS, Kibepartaku, TEeXHIYHA
HECTPaBHICTh, aBapii Ha CyMiKHHX 00’ ekTax [5].

Tabmmms 1
PesynbraTy OIiHIOBaHHS 3arpo3 KpUTHYHIN iHpacTpyKTypi
PiBens Imo-BipHiCTH .
iy . Hacninku
Ne 3/ Hasga 3arpo3u kputnuHiii iHppacTpyKkTypi 3arpos 3arpos
Cf’ Oanu

Ry, 6amu L¢, 6anu
1. | PakeTHO-ApOHOBI yaapu 20,5 5 4,1
2. | Brpara KOHTPOIBOBAaHOTO €HEPTOCIIOKUBAHHS 17,6 4,4 4
3. | KibGeparaku 15 5 3
4. TexniuHa HECTIPaBHICTh 14,35 4.1 3,5
5. | ABapii Ha cyMDXKHHX 00’ €KTax 13,86 33 4,2
6. |IIpupomHi xkaTactpodu 13,2 3 4,4
7. Tepaxtu 12,3 3 4,1
8. |HasBHicTh pe3epByBaHHS KPUTHIHHUX 00’ EKTIB 12,3 3 4,1
9 BincyTHicTh cHCTEMU CTpATEriyHOTo IUIAHYBaHHS Ta 12 3 4

" |xoopnunyBaHHS
10. |HemocTaTHe eeKTpOTIOCTAYaHHS 10 2,5
11. | BigcyTHICTh MATIMBHUX pE3EPBiB 10 2 5
12 3axUCT MOTCHIIHHO-HEOE3MEYHUX 00’ EKTIB KPUTHIHOT 10 5 5
" |in¢pacTpykTypH
13. |3HomeHicTh OCHOBHUX (DOHIB, IMiIBHIIEHHS aBapiiHOCTI 9 3 3
14. | BincyTHICTh €HEPreTHUYHUX PE3EPBIiB 9 2 4,5
15. | UITy4ni mpupoaHi kaTacTpodu 8,8 2,2 4
16. | TexHiuHe nepeBaHTaXXEHHs 00’ €KTIB 8 4 2
17. | HeudiTke po3MekyBaHHS IOBHOBaYKEHb 1 BiATIOBIATBHOCTI 6 2 3
18. | Brpara kBani(hikoBaHOTO TEXHIYHOTO IIEPCOHAITY 5 1 5
19. | HecipoMOXHICTB 10 KPH30BOTO pearyBaHHs 5 1 5
20. |bnokyBaHHS HEOOXiTHUX TIOCTAYaHb 5 1 5
Came Ha Takux 3arposax, BIANOBIAHO 10  BIUIMBAIOTh Ha PIBEHb 3arpO3H, i OTpUMATH 00’ EKTHBHY

OTpPUMaHUX pe3yJIbTaTiB, JOLIJILHO 30CEPEANTH 3ac001
3aXHCTY, L0 BHKOPHUCTOBYIOTHCSl CKJIQJIOBUMHU CHJI
Oe3nekn i 0OOpOHM IEp>KaBH JUIsl HEMOMYIICHHS iX
peaizarii.

OTpuMaHuM pe3ysbTaTaM He JOIIBHO HaJaBaTH
nepebinapIIeHoi Barm abo0 TPHUIHCYBAaTH TOYHICTD,
BHIIYy HIXK Y JaHHUX 1 METOJaX, 10 BUKOPHUCTOBYIOTHCS.

TakuM 4YMHOM, 3aCTOCOBYIOUM METOJ €KCIIEPTHHX
OLIHOK OyJ0 3ifiCHEHO TpPaKTHYHE OLIHIOBAHHS
3arpo3 KpUTHUYHIM IHPPACTPYKTYpi 3 NPiIOPUTHU3ALIEI0
3arpo3, IO Ja€ 3MOTY 30CEpeIMTH 3YCWUIS Ha
HalO1IbII HeOE3MeYHHX 3arpo3ax i 3aro0irT 3HaYHUX
BTpaT KPUTUIHOI iHHPACTPYKTYpH.

BucHOBKH i1 IepCNneKTUBH NMOAAJIbIIAX

OCIiIKeHDb
Y pesynpTaTi TPOBENCHWX JOCITIKEHb OyIio
BCTAaHOBJICHO, 110 METOJ| KCIIEPTHOTO OLIHIOBAHHS €
e(peKTHBHUM IHCTPYMEHTOM JJIsl OIIHIOBaHHS 3arpo3

Ta JOCTOBIpHY OLIHKY. 3acTOCyBaHHS METOIY
€KCIIEPTHOTO OIIHIOBAHHS JUIsl OIIIHIOBaHHS 3arpo3
KPUTHYHIKA (BICHKOBIH) iHQPACTPyKTypi A€ 3MOTY:
BU3HAYUTH TIPIOPUTETHICTh O00’€KTIB  KPUTUIHOL
iHQPACTPYKTYpH I 3aXUCTYy; BU3HAYUTH HAWOLIBII
3HAUYII Ta HAWOINBII IMOBIpHiI 3arpo3w; po3pOOUTH
e(eKTHBHI 3aX0IM 3axXHCTy OO0 €KTiB KPHUTUIHOL
iHppacTpykTypu. MeToJl eKCIIepTHOro OLIHIOBaHHS
MOXe OyTM e(QEeKTUBHMM IHCTPYMEHTOM U
OLIIHIOBAHHs 3arpo3 KpPUTW4HIM iHQPacTPyKTypi Ta
BUKOPUCTAHUHN JJIs MPIOPUTHU3AINI Ta ONTHMAIHHOTO
BUKOPUCTAHHS HAsSBHUX CHWJ 1 3aCO0IB JJIs 3aXUCTY
00’€KTiB KpUTHUIHOT iHPPACTPYKTYPH Ta HEUTpaizamii
HAHOUTBII 3HAYYIUX 1 HAHOIIBII IMOBIpHUX 3arpos.
PesynbTaTi  MOCHIDKEHHS  MAalOTh  TEOPETHUUHY
3HAYYINICTh, OCKLIBKU BOHH PO3IIMPIOIOTH TEOPETUIHI
3HAHHS PO METOJ EKCIIEPTHOTO OIL[IHIOBaHHS Ta HOTro
3aCTOCYBaHHS ISl OIHIOBAHHS 3arpo3 KPHUTHYHIN
iHppactpykrypi. CTaTTs Mae NpPaKkTHYHY LIHHICTB,
OCKIJIbKH PE3yJIbTaTH MOXYTh OyTH BUKOPHUCTAHI JJIs
MiABUIICHHS €()EKTUBHOCTI 3aXOMIB INOJMO 3aXUCTY

KpUTHYHIK  iHQpacTpykTypi. Bin mae  3mory
BpaxoOBYBaTH IIHMPOKUH CHEKTp (akTopiB, IO
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KpUTHUYHOT  iHpacTpyktypu. i  migBUIIEHHS
e(DeKTUBHOCTI 3aCTOCYBaHHS METOAY EKCIIEPTHOTO
OIIHIOBaHHSI JJISl OI[IHIOBAHHSA 3arpo3 KPUTHYHIN
iHQPaACTPYKTypi PEKOMEHAYETHCS: BUKOPHUCTOBYBATH
€KCIIePTiB 3 BiAMOBITHOIO KBaTiI(iKaIli€0 Ta JOCBIIOM;
MPOBOJMTH EKCIIEPTU3y B KiJbKa €TamiB, IO IacTh
3MOTy BpaxyBaTH pi3HI TOYKH 30py EKCIIEpTiB;
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CKOJIOTO-TEXHOTCHHUX 3arpo3 IJisd HOTCHHiﬁHO-He6eSHC‘IHHX

GENERAL APPROACHES TO THE ASSESSMENT OF THREATS TO CRITICAL
INFRASTRUCTURE USING THE METHOD OF EXPERT ASSESSMENT

Murasov Rustam (Candidate of Technical Sciences)
Melnyk Yaroslay

National Defence University of Ukraine, Kyiv, Ukraine

Formulation of the problem in general. Critical infrastructure is the basis of the vital activities of society and the
state. In case of its damage or destruction, emergency situations may arise, which will lead to significant economic losses,
human casualties and disruption of the normal functioning of the state. There are many methods of assessing threats to critical
infrastructure. Among them, the following can be distinguished: Quantitative assessment methods used to calculate risks
arising from exposure to threats. Qualitative assessment methods that allow describing threats and their consequences. Expert
assessment is one of the methods of qualitative assessment of threats. It allows you to use the knowledge and experience of
experts to assess threats, which cannot be calculated using mathematical methods.

Analysis of recent researches and publications Evaluation of threats to critical infrastructure by the method of expert
evaluation is an active object of research and publications in the field of cyber security, security of critical systems and risk
management. Thus, the author O. P Yermenchuk in the work "Basic approaches to the organization of critical infrastructure
protection in European countries: experience for Ukraine” provides an overview of general approaches to critical
infrastructure risk assessment, including methods of expert threat assessment and considers problematic issues of threat
identification, identification of vulnerabilities and calculation of consequences. In the authors' publication Uryadnikova I. V.,
Chumachenko S. M., Karmazina S. V., Teslenko O. M. "Application of expert-analytical methods for assessing the risks of
emergency situations at critical infrastructure facilities" limits for expert risk assessment are proposed and decision-making.
They consider the issue of attracting experts, determining the weight of their assessments and analyzing the received data.
Author S. M. Tsyapa in the article «Legal and organizational protection of critical information infrastructure objects from
cyber-attacks» considers the legal and organizational aspects of protection of critical information infrastructure objects from
cyber-attacks. Uses the positive experience of the USA in ensuring the stability of critical infrastructure objects and analyzes
the provisions of the new Cybersecurity Strategy of Ukraine.

Presenting the main material During the research, the following methods are used: analysis methods during the
analysis of existing sources by research direction, existing threat assessment approaches, risk analysis methods, mathematical
modeling methods for threat assessment and risk analysis, machine learning methods such as artificial intelligence, deep
learning and method. expert assessment. The specified methodological approach makes it possible to obtain the results of the
assessment of threats to critical infrastructure for the rational distribution of means of protection, which are created by the
constituent forces of security and defense of the state. The article presents existing threat assessment approaches and considers
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the possibility of using the expert assessment method to determine threats to critical infrastructure in the modern conditions of
the russian-ukrainian war. A methodology for assessing threats to critical infrastructure, based on the method of expert
assessment, has also been created. The results of threat assessment for critical infrastructure objects are given. A methodology
for assessing threats to critical infrastructure with threat prioritization is proposed. The essence of the method of expert
assessment and improvement of this method by introducing identifiers of threats to critical infrastructure is explained, and the
following definitions are formulated: averaged expert probability, separate and cumulative destructive consequences,
probabilities of threats to the protection of critical infrastructure, which makes it possible to focus efforts on the most dangerous
threats and prevent significant losses of critical infrastructure infrastructure

Elements of scientific novelty. Elements of the article's scientific novelty are the mechanism of risk prioritization
(consequences, cumulative destructive effects) with the definition of the most dangerous, and the separation of those that have
an insignificant effect. Conclusions were made regarding the possibilities and expediency of using the expert assessment
method to identify potential risks for critical infrastructure objects and develop strategies for their protection. Practical
calculations were carried out with conclusions regarding threats and their prioritization in relation to critical infrastructure

Practical significance of the article. The contribution to the development of the methodology for assessing threats to
critical infrastructure should be attributed to the theoretical significance of the article. The proposed method of expert
assessment allows obtaining quantitative assessments of threats, which is important for making effective management decisions
and allows taking into account various factors affecting the level of threat as a whole. The practical significance of the article
is that the obtained research results can be used for: ensuring the safety of critical infrastructure, forming priorities for the
protection of critical (military) infrastructure objects and developing measures to increase the level of security of critical
(military) infrastructure.

Conclusion and the perspectives of future researches. As a result of the research, it was established that the expert
assessment method is an effective tool for assessing the threat to critical infrastructure. It allows you to get a wide range of
factors affecting the level of threat and makes it possible to get an objective and reliable assessment. The application of the
expert assessment method for assessing threats to critical infrastructure allows: the strategicness of critical infrastructure
objects for protection, the most significant option and the most probable threat; develop effective measures to protect critical
infrastructure objects. The expert assessment method is an effective tool for assessing threats to critical infrastructure and can
be used to prioritize and optimally use available forces and means to protect critical infrastructure objects and neutralize the
most significant and most likely threats. The results of the study have theoretical significance, as they expand the theoretical
knowledge about the method of expert evaluation and its application to the assessment of threats to critical infrastructure. The
article has practical value, as the results can be used to improve the effectiveness of measures to protect critical infrastructure.
To increase the efficiency of the application of the expert assessment method for assessing threats to critical infrastructure, it
is recommended to: use experts with appropriate qualifications and experience; carry out an examination in several stages,
which will allow taking into account different points of view of experts, use modern information technologies to process expert
assessments.

Key words: critical infrastructure, missile and drone strikes, expert assessment, minimization of emergency situations,
emergence of emergency situations, civil protection.
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