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METOAU PO3BIAKU KIBEPIMPOCTOPY

B cmammi pozensoacmucs npobaema nweumpanizayii 3aepo3 HayioHanvHit Oe3neyi y KibepHemuyHOMY
npocmopi, wo 00YMOBIIOEMbCA CMPIMKUM 3DOCIMAHHAM 3ANeHCHOCMI 0epAHCABHUX Md BIUCLKOBUX OpP2aHie
VAPAGAIHHA  6I0 GUKOPUCMAHHS — ABMOMAMU308AHUX CUCMEM YNPAGINIHHA, AKI € yYiisamu  30iUCHeHHs
KibepHemuuHo20 BNAUBY NPOMUBHUKA Y PA3T UMOBIPHO20 GIlICHKOBO-NONIMUYHO20 KOHPIIKMY.

Posensinymo cnocobu kibepremuuno2o 6nau8y Ha IHQOPMAYIHO-MENeKOMYHIKAYIUHI Mepedci, SKI
BKNIOYAIOMb HECAHKYIOHOBAHULL OOCMYN, WO 3A604€ 30UMKIE KPUMUYUHO 8AINCIUBUM THOHOPMAYITIHUM CUCEMAM,
pecypcam abo ingopmayii 3a2anbHo20 Ma NPUEAMHOZO XAPAKMEPY WIIAXOM NOpYuleHHs KOH@IOenyitunocmi,
yinichocmi ma npaye30amHocmi iHQOPMAYiliHO-MeNeKOMYHIKAYIUHUX MEPEeNC, NPOSPAMHO20 3a0e3neueHHs: ma
yugpposux oanux.

Cmammsa onucye eaniciusicmes 3abe3nedenHs HAYIOHANbHOI Oe3neku oOepacasu y KibepHemuuHoOMY
npocmopi. OOIpyHmMosano aKmyanbHicCms ma HeobXiOHICmb NPOBedeHHs PO38I0YBATbHUX  3AX00i8 Y
KibepHemuyHoMy npocmopi npomusHuxa. Busnaueno emanu, cknadosi ma memoou KibepHemuuHoi po3gioku y
KibepHemuuHoMy NpOCMOpI, a MaKodiC Kpumuuni Oawi, SAKi HeobXiOoHo 0obymu y X00i nposedeHHs
PO36i0y8aANbHUX 3aX00i8 01 3abe3nedenHs KOMAHOY8aHHA iHpopmayiero npo npomusHuxa. Posenanymo
NOPIBHATbHI XAPAKMEPUCMUKYU 3ac00i8 PO38IOKU KIOepHEeMUYH020 NPOCMOpY Ma GUHAYEHO Kpumepii uwjooo ix
nobyoosu. Busnaueno ocnoeni nepesacu ma HeOONKU aAKMUBHO20 MA NACUBHO20 Memoody 000y8anHs
PO36I0YBANLHUX OAHUX MA 3ANPONOHOBANHO KOMNIEKCHUU NIOXIO GUKOPUCTNANHS NEPe6as KOAICHO20 Memooy, o
oacme  MONCIUGICMb NIOGUWUMU  eDEeKMUBHICIb NPOBEOeHHsT KibepHemuyHoi po3eioku y IH@opmayiiHo-

MeNeKOMYHIKayiuHUX Mepedicax.

Kniouosi cnosa: nayionanvna 6esnexa;
KibepHemuyHuti  6NAUE,  HECAHKYIOHOBAHUTL
IHGOPpMAYIIHO-MeNeKOMYHIKAYIUHI MepediCL.

Beryn

B ymoBax arpecii Pociiicekoi ®Denepanii nportu
Vxpainm, anekcii Kpmmy, necraGimizamii cycriibHO-
HOJITHYHOI OOCTaHOBKM Ha TepuTopii JloHempkoi Ta
Jlyrancpkoi obmacTeli OIHIEIO 3  HAWBAKIMBIIIMX
npoOiieM cTae 3a0e3reucHHs iH(OPMAIHOT Oe3rmeKu
Vkpaian. BaxmBicte 1€l mpoOneMu,  30Kpema,
BH3HAYAEThCS B HOBUX pezakuisix Crparterii HarioHaIbHOT
Oesnekn  Ykpaian Ta BoeHHOi pokTtpuHmM YKpainw,
HOPMaTHBHO-TIPABOBHX aKTaX, sSIKI BU3HAYAIOTh HAIPSIMU
Ta 3aBaaHHs criBnpari Ykpainm 3 HATO Ta iHmmmm
MDKHAPOTHAMHU 0OE3IEKOBUMH OpraHi3aIlisaMu.
Bigmosinno no Crparerii  HamioHaIbHOI — Oe3MeKn
YKkpainy, 3aTBep/KeHOT YKa30M Npe3usieHTa YKpaiHu Bif
26 tpaBus 2015 poky Ne287/2015, ocHOBHUM
TpiopuTeTOM  3a0e3redeHHs  iHpopMaIiiHol — Oe3meKu
HaILIOT iepyKaBH € ‘3a0e3MeueHHs HaCTyIaJIbHOCTI 3aX0/1iB
TONITHKA ~ iHpopMariiiHoi  Oe3lmeku  Ha  OCHOBI
aCUMETPUYHMX JiH TpoTH BciXx QopM 1 TposBIB
iHdopmartiitHoi arpecii” [11].

Bei 3axomu momituku iH(popMariitHoi Ge3nexu
(BiIMOBiTHO 10 00’€KTIB Ta BIATOBITHUX MEXaHI3MiB 1
TEXHOJIOTiM 3aXWCTy) MOKHa JIOCTaTHBO YMOBHO
PO3MOMIIUTH HA 1HPOPMAIIHHO-TICUXOJIOTIYHI 3aX0I1
Ta iHdopMmamiiiHI 3axoAM, SKi TNPOBOAATHCS Y
KiOepHEeTHYHOMY TIPOCTOPi, TiJ SKUM PO3yMI€ThCS

KibepHemuyHuil
docmyn;

Kibepuemuuna  po36ioxa;
3acobu  po3sioKu,

npocmip;
00CHIONCEHHS  NPOMUBHUKA,

eJIEKTPOHHE iH(OpMaliiHEe CepeloBHINe, YTBOPEHE
OpraHi30BaHOIO CYKYITHICTIO B3a€MHO IO€JHAHMX 3a
€IMHUMU NPUHIAIIAMA Ta IpaBHIAMH
iH(pOpMaIiHUX, TEJIEKOMYHIKaIlIHHIX Ta
iH(opMaIifHO-TeIeKOMYHIKaIiHHNX cucteM [12].

CydacHi KOHIIEMII BEICHHS BOEHHUX  Jiil
nepen0avyaOTh  IIMPOKE BUKOPUCTAHHS B  HHUX
kibepHeTnyHoro mnpocropy. IlpoBimHi KpaiHu CBITY
PO3TIISIAI0TE MOXIJIUBICTB MPOBEICHHS y
KibepHeTHYHOMY npocTopi HactynaneHux (Offensive
Cyber Operations), oboponnux (Defensive Cyber
Operations) Tta po3BinyBansaux (Cyber Warfare
Operations) nii (omeparii). OcoOiMBY ponb Y
MpoBeACHHI BCiX aid (omepamii) y KibGepmpocTopi
3aiiMae KiObeppo3Bijka, SKy MOKHA BH3HAYWTH, SK
noOyBaHHS iH(MOpMAIlil, HasABHOI y KiOEpHETHUYHOMY
IIPOCTOPl, ~ MOHITOPUHT  Pi3HMX  iH(pOpPMAIiHHO-
TEJICKOMYHIKAI[IHHUX CHCTEM 1 MpOLEciB, SKI B HUX
MIPOTIKAIOTh M1 4ac IXHBOTO (hYHKI[IOHYBaHHSI.

3a wac nportucrosiHHs 3 Pociiicekoro Deneparieto,
3axo/1aMH KiOeppo3BiAKM OTPUMYBajach iH(pOpMALlis,
sIKa TIITBEPUKyBalia MPUCYTHICTh POCIHCHKUX BIHCHK
(3 MOpyIIEHHSM HOPM MDKHApPOJHOTO TYMaHITapHOTO
IpaBa) Ha TepuTOpii YKpaiHu.

30KkpeMa BUSIBIBUIMCH MapIIpyTH3aTOPH, MEpEKeBi
IPUHTEPH, BieOKaMepu TOIO Ha  THUMYacoBO
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OKYIOBaHHMX  TEPUTOPISX, BUKOPHCTAHHS  SIKHX
CIIPVSUIO  BUPIMIEHHIO  3aBAaHbh  iH(QOpMaIiitHOi
MITPUMKH ~ JOi  Hamux  Bilickk  (cwi) B

aHTUTEPOPHUCTUIHIN omneparrii Ha TepuTopii JJoHenbkoi
Ta JIyrancekoi o0macTei.

IHocTanoBka mpo6aemu. BuBdeHHS NpOTHBHUKA 3
METOIO BUSIBJICHHSI FIOTO MOMKITMBOCTEH 1 HAMIPIB € OJTHIEI0
3 Haiicrapimmx ¢opm iHpopmaniiHoi AisuIbHOCTL. 3
BIOCKOHATCHHAM  (opmyBaHHsM  iH(opmariitHoro
CYCIIIBCTBA XapaKTep Li€l JisUTbHOCTI iICTOTHO 3MIHHUBCSL

3 omHOro OOKY, 3’SIBIIIMCS HOBI 3aCO0M TOOYBaHHS Ta
00poOku iH(opmartii, B ToMy 4mCIi iHPOKOMYHIKAITIHHI
3aco0u Ta iH(opMaIiiiHi TEXHOJOTI, 3 IHIIIOr0 OOKY Pi3KO
3pic obcsr iHdopmarti, Ky HEOOXiTHO 00pOOHTH ISt
OTpUMAaHHS HEOOXiTHAX JIAHUX MPO TIPOTHBHHKA.

Kpim TOoro pi3ko yCKIamHWIACS KOHKYPEHTHA
6oporsba. Bona Halyna riobaibHOrO Xapakrepy, cTaja
OUTHII JIMHAMIYHOIO 1 MEHII MPOTHO30BAHOK. Y IHX
YMOBaxX TOTPIOHI HOBI MiIXOAM 10 3aCTOCYBAaHHS METOIIB
Ta 3aco0iB PO3BIIKK y KiOEpHETUMHOMY IIPOCTOpI, SIKi
JIAFOTh MOYKITUBICTD TIAHYBATH MPOBEICHHS HACTYMATBHIX
KIOEpHETHYHMX ~oOrepalii 3 METOI0 JIOMIHYBaHHS Y
KiOEpHETHYHOMY  TIPOCTOpi  HaJ  MPOTUBHHKOM  Ta
3a3MaNerih  3°ACYBaTH Ta  3aMoOIrTA  CHPSIMOBAHOMY
KiOEpHETUYIHOMY BIUTMBY Ha KPUTHYHO-BOKIMBI 00’ €KTH
iH(popMarTiifHO-TeNeKOMyHiKariiHuX Mepexx (ITM).

Tomy, migBHITIEHHST e()eKTHBHOCTI 3aXOJIiB PO3BIIKA Y
KiOEpHETHMYHOMY TIPOCTOpI TIPOTHUBHUKA € aKTYaIbHUM
TIATAHHSM JIOCITi/PKCHHS.

AHali3 OCTaHHIX [JOCaiKeHb Ta MyOJTikauiii.
HesBakaroun Ha Te, 110 OyI10 POBEZICHO 0arato IOCITiIHKCHb
M. S. Dahiya, Howard Chivers, Monowar H. Bhuyan momno
YJOCKOHAJIGHHSI METOJiB KiOEpHETUYHOI PO3BIOKH, Ha
TETIePIIHINA Yac cripaBai eeKTHBHOTO BUPIMICHHS TAHOTO
pomy TmpoOiemMu Hemae. ToMy BOHH TOTPeOYIOTh
JIOTATKOBOTO 1 OLTBITT ITTMOOKOTO BIBUCHHS Ta aHAITI3Y.

Meta crarTi. Tak, sSK 10OyBaHHS PO3BITyBaJIBHUX
JMaanx y ITM HeMOXUMBHI 0€3 TEXHIYHOTO JOCTIKSHHS
00’€KTa IPOTHBHYKA, BUHUKAE HEOOXIJHICTh y BUSBIICHHI
repeBar Ta HEIOJIKIB MaCHBHOTO Ta aKTUBHOTO METOIY
KibepHeTHaHO1 po3Bifku ITM npoTHBHYKA Ta BU3HAUCHHS
NUIIXIB KOMIDICKCHOTO BUKOPHCTAHHS MepeBar KOKHOTO
METO/Ty TIpY PO3POOLI Ta BIPOBA/DPKEHI 3200y TOOyBaHHS
po3BigyBabHMX ~ Aanux ITM, 1m0  MiJBUIIUTH
eekTHBHICTh TIPOBEJEHHS KiOEPHETMYHOI PO3BIIKH B
YMOBax OOMEKEHHS 4acy.

Bukiiag ocHOBHOro Martepiany

OCJIiKeHH A

CkmafioBoto KiOepHeTHYHOT pOo3BimkH (puc. 1) €
KOMIT'IOTEpHA  pO3BiZKa, TpH  sKidH  10OyBaHHS
PO3BiAYBAIGHIX BiJIOMOCTEH IOJIATAE B OTPUMAHHI JaHHUX
Ta iHQopMaIlii, MO MUPKYITIOE B 3ac00ax EJIEKTPOHHO-
OOYHMCITIOBATIGHOI TEXHIKM, JIOKAJIBHUX Ta IIOOAIbHHUX
OOUMCITIOBAIBHMX ~ MepeXax, B TOMYy UHCI 13
BUKOPHCTaHHSM HecaHKioHoBaHoro goctyy (HC) [2].

KibepHeTnuHa po3BijiKa OpraHizyeThcs i BeEThCS
B iHTepecax BHpILIEHHsS IBOX IPYI 3aBlaHb, a caMe
JIoOyBaHHS PO3BiyBaIbHUX BizmomocTei 3
KOMIT FOTEpHUX CHUCTeM a0o iH(pOpMAIiHHUX Mepex
(IM) Tta ix oOpoOka 3a JOIIOMOTOIO amapaTHO-
MporpaMHUX 3aco0iB (KOMIT'IOTEpHA pO3BiAKa), a
TaKOXX JOOyBaHHSI 1 CHCTEMaTH3allis MJaHUX TIPO

MOTEHIIHI ~ Jpkepenma  kibep3arpo3  (po3Bimka
kibepHeTHYHUX 3arpo3) [1].
Iepma rpyna 3aBHaHb BHPILNIYETHCS — IIISIXOM

TPOBEJICHHSI KOMIUIEKCY Y3TO/DKEHHX 3aXOJiB II0JI0
HECaHKI[IOHOBAaHOTO NpoHMKHEeHHs B IM Ta koM’ totepu
1HO3EMHUX JIEpXKaBHUX Ta YPSIIOBUX OpraHizariii.

Pimennst papyroi rpymu  3aBpaHb  (JoOyBaHHs
inpopmanii Tpo KiOEpPHETHMYHI 3arpo3u) IIPHUITYCKae
BHKOPHUCTaHHsI a0COJIOTHO HOBHX JDKEpEJ, TEXHOJIOTIH i
TEXHIYHUX TPUHOMIB, a caMme arapaTHO-MaTeMaTHIHE
MOJICITIOBaHHS KiOEpPHETHYHMX aTaK.

Po3Bizka KibepHETUUHOTO MPOCTOPY MPOTUBHKUKA

Po3Binka TenekoMyHiKallitHUX cUCTeM

Komm’torepHa po3Binka

- NePEXOIUICHHS TOBiJIOMJICHB;

- IPOCITyXOBYBaHHs TeJeOHHUX PO3MOB Y
MOOITBHUX i IPOTOBUX MEpekKax;

- BU3HAUCHHs reorpadivHOro po3rarryBaHHs
BJIACHUKIB MOOITBHHUX TeJIeOHiIB;

- po3uMdpoBKa 3aKOI0BAHUX MOBIIOMJICHb

- 10GyBaHHsl iHpopMmalli, sika 00pOOISETHCS, 30epiracThes Ta NepeacThes
B iH(opmarliitHiit cucremi;

- 100yBaHHS JIAHAX Ta BiJOMOCTE TPO XapakTepUCTHKH (TIapameTpH)
MPOTPaMHHUX, arapaTHUX Ta MPOrPaMHO-ANApaTHUX KOMIUIEKCIB, sIKi
¢dyHKLioHyrOTH B iHOpMaLiliHii cuctemi;

- 100yBaHHsI TaHKX Ta BiJIOMOCTEH PO METOH, COCOOH Ta MEXaHi3MH
3axucTy iHpopMalli;

- 100yBaHHs1 HEPCOHAIBHOT iHOPMALIT PO KOpUCTYBauiB iHoOpMariiHOT
CHCTEMH;

- oOyBaHHsl BpaMBocTel inopMauifHO yIpaBIIsiOuMX CHCTEM.

Puc. 1. CxianoBi kiGepHeTHYHOT po3BiaKu

Croromui kibepnpoctip Ounbimit, Hix IHTepHeT. Lle
B3a€MO3AICIKHI MEPEXKi, IO MICTATh TEJICKOMYHIKAIIHHI
MepeKi, BOyIOBaHI aBTOMaTH30BaHi CUCTEMH YIIPABIiHHS
Ta KPUTHIHO BAKIINBI 00 €KTH iHPPACTPYKTYPH.

KibepHernuHi arakm Ha KpUTHYHI 00 €KTH
IHQpaCTPyKTypH CTalOTh CEPHO3HOIO 3arpo30i0 IS
IiSTBHOCTI  JEep)KaBHUX 1  BIMCHKOBHX  OpTaHiB
yopaBmiaasa [9]. Ilpoctmit i mBuHAaxuii AocTym 1o
Mepexi 3 OomHOTO OOKy aBTOMAaTH3y€ [isUIbHICTH
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pobotu 3 iHdopmarieto, a 3 IHIIOro 00Ky PoOUTH AaHy
iHpopMamio OUIBII BPa3JIMBOIO Ul KiOEP3IOUUHLIB.
CporogHi TpPOTHUBHUK (Xakep) BMUIO 1 go0pe
OCHAIICHUIl PI3HUMH IHCTPYMEHTaMH 3JIOMY, IO Ja€
HOMY MOJJIMBICTh JIETKO BHUKOPHUCTOBYBAaTH OYIb-sIKi
Bpa3NMBOCTI B  iHpopMamidHid  cucreMi s
sniticnenns HC/I (xibeparaxwu) [3].

TonmoBHUM (pakTOpOM, SKHMIA BITMBAE HA TPOIEC
peamizarii KiOEpHETHYHUX aTak, € 3aco0M 1 MeToaH
pPO3BimKM y KiOEpHETHYHOMY WPOCTOpi, SAKI JAIOTh
MOXJIMBICTh ITUIAHYBAaTH IPOBEJCHHS HACTYMaJIBHUX
kibeponepauii 3  METOIO  JOMIHyBaHHS Yy
KibeprpocTopi Haj NPOTUBHHKOM Ta 3a3ajerisip

3’sicyBaTn i 3aro0irTu CHPSIMOBAaHOMY
KiOEpHETHYHOTO  BIUIMBY Ha  KPUTHYHO-BaKJIUBI
06’extr ITM.

3abe3neueHHsaM  iHQoOpMaIiiHOI  Oe3neku €
KOHGINEHIIHHICTh,  JOCTYNMHICTh Ta  IUICHICTH

iHdopmairii, a00 KOMIUIEKC 3aXOJiB, CIIPSIMOBAaHUX Ha

3abe3meueHns 3axwuimeHocti iHdopmamii Bim HC/I.
BB Ha Oyab-fKy 3 LHX CKIQJOBHX MOXHA
po3rnsAAaTH, SAK KiOGpHEeTHMYHY arTaky (BIUIHB).
OO6’ekTOM  aTakk  MOXe OyTH  TepcOHaIbHA
€NIEKTPOHHO-00YHCITIOBAIbHA ~ MAIllMHA, MEpeXeBUil
npuctpiid, IM abo indopmariiiina cucrema.

[TepenymoBoro ycmimHoi KiGepHETHYHOI aTaku €
PO3BijKa KiOEPHETHYHOTO MPOCTOPY NMPOTHBHUKA, SKa
XapaKTePU3Y€EThCS YACOBHM Ta SKICHUM KPHUTEPiEM
n00yBaHHS 1H(pOpMalii, XapaKTepUCTHK OJHOTO abo
Oinpie BigmaneHux koM 1oTepis [TM npoTuBHHKA.

JlobyBanus iH(popMarii Moxke OyTH BUKOPHUCTaHUI
Uil TOOyZOBM MOJET aTakylodoi CHCTEMH Ta
TIOJICTIICHHST B MalOyTHROMY CHpOOHM NMPOHUKHECHHS
70 Hei Ut peanizamii KiGepHETHIHOTO BILUTHUBY.

Po3BigKy KiOEpHETHYHOTO MPOCTOPY NMPOTHBHHUKA
MOYKHa ITOJIUINTH Ha HAacTYITHI eTanu (puc. 2):

PeKOFHOCI_[I/IpOBKa

[MinTpumka goctymy

[TpuxoByBaHHs
CITi/TiB IPUCYTHOCTI

v

f v

CxaHyBaHHS Mepexi P

OtpumaHHS JJOCTYITy

ABaxiTHYHU 3BIT

Puc. 2. ETann npoBeieHHs Ki0epHeTHYHOI PO3BiIKH

Pexornocuuposka

PexornocunpoBka BiZHOCHUTBCS K IiATOTOBYOMY
eramy, Jic Cy0’eKT aTtaku Iparue 100ytu indopmarito
Ipo ILTh A0 TOYaTKy 3AilcHeHHA Kibepartakm. B
3aJexXHOcTi Bil (QakropiB sAKi BINIMBAIOTH HA
JNOOyBaHHS PO3BIIYBAIBHUX JaHUX IPO NMPOTHUBHHKA
PEKOTHOCITMPOBKA MOYKE OYTH JBOX BHUJIIB:

aKTHBHA PEKOTHOCIIMPOBKA — BKIIOYAE aKTHBHY
B3aEMOJZII0 3 OO0’€KTOM araku 3 Oe3nocepenHimM
BUKOPUCTAHHAM OYIb-SIKUX 3ac00iB, HaINPUKIAL
TeaeOHHI A3BIHKK B CIYXO0y MiATPUMKHA TIEBHOTO
OpraHy Juis OTpUMaHHs NeBHOI iH(pOpMaIlii;

IaCHBHA PEKOTHOCIUPOBKA — BKIIIOYAE OTPHMAHHS
iHdopmarrii 6e3 6e3mocepeHLO1 B3aeMOIii 3 00’ €KTOM
KiOEpHETMYHOTO  BIUIMBY,  HalpHKIaJ]  HOMIYK
iHpopmamii Ha BUKHHYTHX JOKYMEHTaX, 3alHCKax,
HAKONMYYBaHUX IPHUCTPOSX, KOMII IOTEPax.

CxanyBaHHS Mepe:xi

CkaHyBaHHSI BIZIHOCHTBECSI JIO0 €Taly IONepeaHbol
aTakl Ha INPOTHBHHMKA, KOJM AaTaKylouuid CKaHye
MepexXy JUIi  OTpUMaHHS NeBHOi  iHpopmarii
NPOBEICHOI B XOAI PEKOrHOCHMPOBKU. CKaHyBaHHS
MOJKe BKJIIOUATH B cebe CKaHyBaHHS MOPTiB, /P-anapec,
TOIOJIOTIi  MepeXi, CepBiCiB, Bpa3IMBOCTEW Ta
BU3HAYEHHS THUITY OIEpaliiiHol cHcTeMH.

OTpuMaHHS J0CTYNY

OTpuMaHHS JOCTYILY BITHOCHTBCS 10 TOYKH BXOLY
B CUCTEMY, /€ aTakylo4yuid OTPHUMYy€E JOCTYH M0
omepariiiiHoi cucreMu abo JOJATKIB Ha KOMII IOTEpI.
ATakylouuii MOXKE TIJBWINATH TPUBLIEI, 1100
OTpUMATH MOBHUI KOHTPOJIb HaJl CHCTEMOIO, 1110 Ja€

MOXIIMBICTh Yy MOJAIBIIOMY HpPUETHATHCS 10
TIPOMDKHHX CHCTEM, SIKi TiKITFOUeHI JI0 Hei.

ATakylounii MOXKe OTpHUMAaTH JOCTYIl Ha piBHI
ornepawiiiHoi CHCTEMH, PiBHI JIOaTKiB a00 MepeKEeBOMY
piBHI, TIPUKJIAIOM MOXke OyTH 370M  IapoiB,
nieperioBHeHHs Oydepa, BiMOBa y 00CITyTOBYBaHHi.

HiaTpumka gocrymy

[TinTpuMmka nocTymy BiJHOCHTBbCS IO €Tary, Je
aTaKylouuil HamaraeTbcs 30epertd  JoCTyn 10
CHUCTEMH. ATakyrouunit MOXe BUKOPHUCTATH
Bpa3NMMUBOCTI HYIH0BOTO THS (0-day) 3 BUKOPHUCTAHHAM
Backdoor, Trojan, RootKit.

ATakyrounii MOJKE 3aBaHTa)KyBaTH, BHUBaHTAXyBaTH
a00 MaHIMyJIIOBATH TAHUMH JTOJATKiB 00 KOH(Irypariero
Hajl aTaKkylo4yol0 CHUCTEMOIO, a TaKO)K BHKOPUCTOBYBATH
CHCTEMY JUIsl 3aITyCKy HOBHX Kibeparak.

IIpuxoByBaHHS CJIi1iB MPUCYTHOCTI

[IpuxoByBaHHSA CHiliB NPHCYTHOCTI BiIHOCHUTHCS
J0 eTamy, 1€ aTaKylo4YMid HaMaraeTrbesl 371HCHUTH
aTaky HE 3aMiueHOI0 Ta HE MepeXOIUICHOIO,
BHJIQJIMBIIIH JIOKa3W KOTPi MOTJIHM O MPUBECTH HOTO JI0
KPUMiHaJILHOTO TIEPECITiTyBaHHSI.

AHaJiTHYHMIi 3BiT

Bei noOyti  po3BimyBalbHI  JlaHI  aHATI3YIOTBCS Ta
(OpMyIOTBCSl TIEBHI TPOMO3MIIi Ta BHUCHOBKH, IIOJO
peanizauii KiOGPHETUYHOTO BIUIMBY HAa HPOTHBHHKA.
AHAIITHYHUIA 3BIT SBISIE COOOI0 ONMUC  PETEIHLHOTO
JIOCIIDKEHHS IPOTHUBHIKA, a TAKOXK OTHCYE PE3yIIHTaTHBHI
TOKA3HUKW Ta INJICYMKH Yy KUIBKICHOMY Ta SIKICHOMY
BUMIpi, SIKI € TPIOPUTETHUMH B OLUHII €(EeKTUBHOCTI
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TIPOBENICHHST PO3BITYBAIGHHUX 3aXOIB TN 9ac JTOOYBaHHS
iHdopMaIIii PO MPOTHUBHHKA.

KoskeH 3 BuIle 3a3HaUYEHMX €TaliB KiOepHETHYHOT
PO3BIIKKM Ma€ CBOIO ITb Ta METY, SIKa B KiHIIEBOMY

pe3yNbTaTi BUKOHAHHS PO3BIAyBAJbHUX 3aXOJiB Ja€
MOXJTUBICT, A00yTH OaxaHy iHQOpMAIIO TIpo
npoTuBHHKa (Tabn. 1), IO B CBOK 4Yepry €
HETPUBiaJILHOIO 3a7a4eto [8].

Tabauys 1

Jo0yBaHHsi po3BinyBaJibHoOI iHdopManii Mpo NPoTUBHUKA

JloGysams ° I[OMeHHe. iM’s (BHyTpiMHC, 30BHIIIIHE); ® MepexkKeBi IPOTOKOJIL
MepeKeBoi ® TOIOJIOTI MEPEXKI; e Touku VPN;
inQopmarii e [P-aipecu cUCTEM; e crnucku ACL;
e TCP ta UDP 3amymieHi cepsicu; e /DS-cucTemu.
JloGyBaHHs ® %Meﬂa KOPHUCTYBauiB; ® THII BIJAJICHOTO JOCTYILY JIO
inpopmarii mpo | ¢ 'MCHA JTOKAIBHUX IPYIL, cucTem; ‘
cHCTEMY ® CHCTEMHI Ganepwy; e I1apoJli KOPUCTYBAUIB.
® apXITEKTypa CHCTEMU;
JoOyBanHs e iHdopMaIlis mpo CIiBpOOITHHKIB; e (akc Ta TenedOHHHUI HOMED
iH(popMamii Ipo | ® BiXOMOCTI 3 CaliTy yIpaBIiHHS, opranizarii;
OpraHu ® KEpiBHHUKH YIIPaBIIIHHS; e pi3zHa TacMHa iHpOpMALIis
YNpaBJIiHHS ® TEpUTOpiAIbHE PO3TANTYBAHHS YIPABIiHHS; I10B’s13aHa 3 OPraHOM YIPaBJIiHHSL.

OCHOBHUMH MeTOJaMH JO0OyBaHHS NaHUX Yy
KiOepHETHYHOMY TPOCTOPi MPOTHBHHUKA € TEXHOJIOTil
CKaHyBaHHS  Mepeki  (CKaHyBaHHsS  aJpecHOro
MPOCTOPY Ta MOPTIB 3 BUKOPUCTAHHSIM aKTHBHHUX Ta
MACHBHHUX METOJIB) Ta MEPEXOIUICHHS MEpPEKEBOTrO

Tpadiky 3 BukopuctaHHsM MertoaiB HCJ/l 1o
iHpopmamii, mo wupkymoe B ITM, a Takox
BUKOPUCTaHHS  KIAQCHYHUX  METOJIB  COIliadbHOI

imKeHepii (MCUXOJIOTIYHE MaHIITyIIOBaHHSI 3 METOI0
CIIOHYKATH JIIOJUHY BHUKOHATH TE€BHI gii 4
po3rojocuTy KoH}iAeHIIIHHY iHpopMaItito) [5].

JlomaTkoBO TakoXXK MOXKE BHUKOPHCTOBYBATHCS
iH(hopMaIis BiJ[ whois-cepBepiB, TIePeTIIsIT
iHpopmarii DNS-cepBepiB Mepexi Al BHUSBICHHS
3amKciB, L0 BH3HAYAIOTh MAapIIPYTH €JIEKTPOHHOI
nomtu (MX-3amucu).

Bukopucranns  meronis  HCJI  HeMOXIHBO
MPOBECTH 0€3 MOMEePEIHBOTO JOCITIKCHHS MEPEXKi, B
SKIH 3HaXOAATHCS Pi3HI MPOrpamMHO-arapaTHi 3acoon
3B’SI3Ky, a Takoxk iH(opmariiiHi pecypcu (00’ekTH
BIUIMBY) IPOTHBHUKA.

IIpomec gocmimkeHHs OAHOrO ab0 JEKIIBKOX
XOCTIB MEpEXi HA3MBAETHCSA CKaHyBaHHSIM MEpexi, B
HBOMY  BHKOPHCTOBYETBCS  METOI  BIIJAJICHOTO
aHaiizy. BiH peasi3yeTbcst 3a JOIOMOTOI0 BiANPaBKU
TECTOBHMX 3alMTIiB, 1100 BCTAHOBHTH 3B’S30K Ta
BU3HAYHUTHU TIEPENiK aKTUBHUX CIYXO, SKi HATAIOTh
BiJIaJicHe OOCITyrOBYBaHHS, Ha OYyAb-IKOMY XOCTi. Y

mporieci  po3Bigku  iHGopMamiiHUX 00 €KTIiB
NPOTUBHHMKA CKAaHyBaHHS JONOMAarae BU3HAYUTH
WMoBipHI mimi  araku [7]. CkaHyBaHHA Mepexi

BUKOPHCTOBYETECS Ha IIONEPEIHBOMY €Tall Iepexn
aTaKkol Ta Ja€ MOXJIMBICTh OTPUMATH TOTPiOHI
MOYaTKOBI JIaHI TIPO WMOBIpHUH 00’€KT BIUTHBY
(mepenmik BIAKPUTUX IIOPTIB Ta BIANOBITHO CIHCOK
HMOBIDHO aTaKylOuuMX MJOJATKIB Ha cepBepi, SKi
3aBaHTa)keHi Ha komi totepi) [10].

3aBuacHUI 30ip BijoMoOCTEH MOJKJIHBO
CHIBBITHECTH 3 NPUXOBAaHHM CIIOCTepeXeHHsM. Ha
JaHUM Yac 3acTOCOBYIOTHCS HACTYHHI  METOAU
CKaHyBaHHS Mepexi [6] (puc.3):

Metoau ckaHyBaHHSI MEPeXi

-

BinKBme HaniBBiEKpnTe TTpuxoBane . L
Ping xombiHauii
CKaHyBaHHs CKaHyBaHHsI CKaHyBaHHsI
- TCP connect; - SYN flag; - FIN flag; - TCP echo;
- reverse-ident. . «HiMUTLY XOC. -ACK flag; ~ UDP echo;
“NULL flag; ~ ICMP echo.
- XMAS.

Puc. 3. MeToau ckanyBaHHSI Mepexi

Takox BOKJIMBY poib y noOyBaHHI
PO3BIIYBJIPHUX JaHUX BiAirpa€  IEPEXOIUICHHS
MepeXeBoro Tpagiky , IO LHUPKYJIIOE B MEpPEexi.
Jlanuit metom A0OyBaHHS HaHWX Ja€ MOKIIHMBICTH
MIEPEeXONUTH Ta NPOaHANII3yBaTH MepexeBuil Tpadik,
IO LUPKYJIIOE MDK pI3HUMH BYy3JlaMH CETMEHTY
Mepexi. g TmepexoruieHHs MepekeBoro Tpadiky
BUKOPHCTOBYIOThCS TaK 3BaHi aHaiizaTopu Tpadiky

(cHidepn). AHamiz MepexeBOro Tpadiky T03BOJISIE
BUBUUTH JIOTIKY pOOOTH pO3MOJIIEHOI CHCTEMH,
TOOTO OTPUMATH  XapaKTepUCTHUKH TOMIH, SIKi
BiIOYBAIOTHCSI B CHUCTEMi, a TaKOXX IEpeNlik KOMaH]I,
SKi  BIANPABIAIOTBCS OJUH  OJHOMY, a TaKOX
MEPEXONUTH TIOTIK JaHUX, SKAMH OOMIHIOIOTHCS
00’€KTH  PO3MOAICHOT  CHUCTEMH,  TNPHUKIAIOM
NEepPEeXOIUICHHsI JJAaHUX MOXYTh OyTH iM’s Ta JIOTiH

48

ISSN2311-7249 (Print)/ ISSN 2410-7336 (Onling) - CYMACHI THGPOPMAWTTIHT mexHoA021T "y cpepi beanexy ma oboponu Ne 3 (33)/2018




Theoretical Foundations of Information Technologies Creation and Use

KOpHCTYBaua, SAKi MePEeCUIIAIOTHCS y HE
3amn(ppoBaHOMY BUTIISII.

[lepexorieHHss MepexeBoro Tpadiky  Moxe
3IiICHIOBATUCS HACTYITHUMHU METOIAMHU :

3BUYallHUM  IIPOCIYXOBYBAaHHSM  MEPEKEBOTrO
inTepdeiicy;

T IKTIOYCHHSI Ta IEPEeXOoIIeHHs TpadiKy B pO3pHBI
KaHamy,

BiAramyeHHsM (IIporpaMHUM abo arapaTHHM)
Tpadiky Ta  CHOpSIMYBaHHA WOTO  KOIi  Ha
MirOTOBIIEHUH CHidep;

gepe3  aHami3  MOOIYHHUX  eJEeKTPOMArHiTHUX

BUIPOMIHIOBaHb Ta BIiJHOBJICHHS TAKUM YHHOM
MPOCIYXOBYBaHHSA Tpadiky;

yepe3 aTaky Ha kaHaibHOMY (MAC - spoofing) abo
MepexxeBoMy piBHI (IP - spoofing), 0 IPU3BOIUTH 10
nepeHanpa,lieHHs1 Tpadiky 00’ekTa HOCIiKeHHs abo
BChOTO Tpa(iky cerMeHTy Ha cHidep 3 HACTYIHUM
MOBEPHEHHSM TpadiKy 10 HaJISKHOT aJ|pecH.

BigmoBimHo micns  TPOBEACHHS  TOCIIKCHHS
00’eKTa TNMPOTHBHHUKA, BUKOPHCTOBYIOTHCS HACTYIHI
metonu HC/I:

OesmocepenHidi  goctym g0 o0’ekta 3
KoHGineHIitHO  iHQOpMaIliero  (HampukiIam, 3a
JIOTIOMOTOI0  KEPOBAHOTO KOPUCTYBAa4yeM JIOJaTKOM,
YHUTAIOYM JaHi 3 Gaiiry abo 3armucyioun X B HbOT0);

CTBOPCHHSI TMPOTPAaMHHUX Ta TEXHIYHUX 3aco0iB,
BUKOHYIOUHX JIOCTYyIl 10 O0’€KTy B 00Xim 3aco0iB
3axXMCTy (HANPUKIIAJA, 3 BUKOPHUCTAHHSM BHIIAJKOBO
a00 HaBMHCHO 3aJIMIICHUX PO3POOHUKOM IIUX 3ac00iB,
TaK 3BaHUX JIIOKIB);

MoauGikamis 3acobiB 3axucTy I8 3AIHCHEHHS

HCJI (mampukman, BOyIOBYBaHHS  IPOTPaMHUX
3aKJIA/IOK) ;

BIIPOBAKEHHS B TEeXHIYHI 3aco0u
004HMCIIOBaIbHOI TEXHIKM ab0 aBTOMATHU30BaHUX

CHUCTEM TPOTPaMHHX ab0 TEXHIYHMX MEXaHI3MiB, sIKi
HOPYIIYIOTh CTPYKTYPY 1 GYHKIII JaHUX 3ac0o0iB ISt
3MIHCHEHHS HCI (manpukiam, UITXOM
3aBaHTQXKEHHA  Ha  KOMIT'IOTEp  HE3aXHMIIEHOI
omepaIifHoi cucTeMn);

pyuHuit abo nporpamMHuil miaGip MaposIiB HUITXOM
ix moBHOTO TIEepebopy abo 3a TOTIOMOTOIO CIIOBHUKA;

HiKIIOYCHHS 70 JIiHIl 3B’S3Ky Ta IEPEXOIUICHHS

JOCTYIy IO  KOMIT'IOTEPHOI  CHUCTEMH  TICIIs
BiJITIpaBJICHHS maKeTa 3aBEPILICHHS ceaHcy
JeTaJbHOTO  KOPHCTyBauya, SKUA  TpalioBaB y

BiJTAJICHOMY PEXKUMI;

Bumaua cebe 3a JIeralbHOTO KOPHUCTYyBada 3
3aCTOCYBaHHSAM  BUKpageHoi  iHdopmauii  abo
oTpuMaHoi oOMaHWUM [UIIXOM (32 JIOTIOMOTOIO
COLIaNBHOT IHXKCHEPIT);

3anuT Bix KiieHTa

<

Kunient

CTBOPEHHSI YMOB JJIsl 3B’SI3KYy Y KOMII IOTEpHIH
MEpeXi JIETAIBHOTO KOPUCTyBada 3 TEPMiHAJIOM
3JIOBMHCHHKA, SIKMH BHIae cebe 3a JIerajlbHOTro
00’€KTa KOMIT FOTEPHOT CUCTeMH (HANPUKIIAJ, OJHOTO
3 Ti cepBepiB);

CTBOPEHHS yMOB Ui BHHHKHEHHS B poOOTI
KOMIT FOTEPHOI CHCTEMH 3001B, SIKi MOXKYTh IPU3BECTH
10 BigKmoueHHA 3aco0iB 3axmcTy iH(popmamii abo
MOPYILCHHS TPaBUII HONITHKH Oe3IeKy;

peTenbHEe  BHBYCHHS  3aXHCTy CHCTEMH Ta
BHSBJICHHS TIOMWJIKOBHX JUITHOK B IIPOTPaMHHUX
3aco0ax 3axucTy iH(poOpMamii y KOMII'IOTEpHii
cucTemi, BOYMOBYBaHHS TPOTPaAMHHUX 3aKJIaJOK, IO
nae MoxuuBicTh 3aidicauTd HCJI 1o cucremu.

OmauM 13 BayUIMBHX 3aco0iB  pPO3BIIKH Yy
KiOepHETHYHOMY npocTopi € IHCTpYMEHTH
BITAJIEHOTO aHamzy Ta inenTudikarii
JOCHI/DKYBaHUX 00 ’€KTiB  NpoTHBHHKa. [Ipote,
HE3BKAOUM Ha TOW (hakT, IO y TeMepilHid dac
NMUTAaHHS  NOOYMOBM  IHCTPYMEHTIB  JOOyBaHHS
PO3BiIyBaNPHUX JaHUX IIPHAITICHa BEJMKa YBara,
TOJOBHUM MUTAHHAM 3alUIIA€ThCI — CQEKTHBHE
3aCTOCYBAaHHS iHCTPYMEHTIB PO3BiIKH KiOEpIIpoCTOpYy.

vy TENepilIHil qac, METOIH PO3BIIKH
KiOepHETHYHOTO MPOCTOPY KIacU(iKyIOTh, IK aKTUBHI
Ta TAacWBHI, KO)KEH 3 SKHX Ma€ CBOI IepeBard Ta
Hemoumikd. [Ipym BUKOPHCTAaHHI TACHBHOTO METOXY
300py po3BigyBasbHOI iH(pOpMAIil KOHTaKTy 3
JOCTIKyBaHUM 00’ekToM He BinOyBaeThcs. Ilpn
6e3mocepeTHEOMY TOOYBaHHI JaHUX HE TECHEPYETHCS
Tpadik, HE peecTPyeTbCs 3’€AHAHHS 3 XOCTOM abo
CepBEpOM y CHCTEMHOMY J>KYpHANI MOMIH, a TaKoxk
CKOpOUYY€ThCSl ~ 3arajibHa  HABAaHTAXCHICTH  Ha
JOCIIKYBaHAH CETMEHT Mepexi IpHu ckanyBaHHi. He
OUBIITYNCH HA BCI MEpeBard IAaCHBHOTO METOY
noOyBaHHs iH(popMalii y HbOro € i Hemomiku. s
MPOBEJICHHST MMACHBHOTO aHAi3y 3aBXKIU IMOTPiOHO
IHTETpYBaTHCSl y CErMEHT IOCIHiKYBaHOTO 00’€KTa
MepeXi NI BUKOHAHHS POJIi JaTdWKa, 4depe3 SKHM
Oyne TpOXOOWTHM Ta aHali3yBaTHCS MEpEXeBUH
Tpadik, SKUH IUPKYJIIOE€ B JaHOMY CETMEHTI MiK
o0’extamn po3Biaku (puc. 4). AGo, 5K BapiaHT,
noTpedye BiIgaNeHOTO 3 €IHAHHA 3 iH(pOpMamiitHIM
peCcypcoM AOCIHIDKYBAHOTO 00’€KTa IJjisl TeHeparii
MepexeBoro Tpagiky Ta HOro HomaiblIoOro aHamizy
i inenTudikarii BigmageHoro o0’e€kTa, MO B CBOIO

qepry BTpavae AKTyaJbHICTh MPUXOBAHOTO
BiIgasieHoro aHamizy. TakoK BETUKUM HEIOJIIKOM €
BeJWKa HMOBIPHICTh MOMMJIKOBOI  ineHTH(IKALIT

JOCITiPKYBaHOTO 00’€KTa, IO BIUIMBAE Ha SKiCHI
MOKa3HUKK J100yTOi iH(popMalii y Xoxi MpoBeJeHHS
PO3BiTyBaTLHUX 3aXOIiB.

TN\ >

; JlaTunk ‘
ped

Biagnosins Bif cepBepQ

Cepsep

Puc. 4. llacuBHmii MeTO] 300py PO3BiAYBAJIBLHUX JAHUX
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MeTon akTHBHOTO JOOYBAaHHS pPO3BIAYBAIBLHUX
JAaHUX ToJsrae y 6e3mocepelHOMY KOHTaKTyBaHHI 3
JIOCITIKYBaHUM 00’ €KTOM PO3BiKH 3 BUKOPUCTAHHIM
METOMIB  MPHUXOBAaHOTO  CKaHyBaHHS, IO  Ja€
MOXIIMBICTh OYTH HENIOMITHHM TIpH 3iHCHEHHI
BIUIMBY Ha NpoTHBHUKA (puc. 5). Takox Ha BiAMiHY
BiJl IMaCMBHOIO METONy [JOOYBaHHS JaHUX NP

Cepsep (IUTb PO3BiAKH)

Kitient (wisne po3BiaKu)

aKTUBHOMY 1OOyBaHi WMOBIPHICTh  ITOMHJIKOBOL
ineHTudikamii BigmageHOro 00’€KTa 3MEHIITYEThCS
Bpasd, IO TMiABUIIYE TOYHICTh PO3BiMYyBaIbHOL
iHdopmarrii Ta e(heKTHBHICTH MO IJTBIIIOTO
(¢opMmyBaHHS KiOEpHETHYHOTO BIUIMBY Ha OCHOBI
JOOYTHX  pPO3BiAYyBaJbHUX JaHUX IpO  00’€KT
JOCIIIDKEHHS.

Araxyrouuit

Puc. 5. AkTHBHHIT MeTOJ 100yBaHHS PO3BilyBATbHUX JaHUX

Y cBolo depry, Ans TOPIBHSUIBHOTO aHaNlizy
3ac00iB PO3BIIKM MOXHA 3aCTOCYBaTH HACTYIHI
KpuTepii moOy10Bu nporpaMHoro 3abesnedeHns [13]:

MaciTaboBaHICTh (MOXIIMBICTh TOJaBaHHS HOBUX
pecypciB, a TakOX MOJJIMBICT KEPyBAaHHS €IMHOIO
PO3MOIIIEHOI0 CUCTEMOIO KiOEpHETHIHOT PO3BiIKH);

BIIKPHUTICTh (MOXIIUBICTh iHTETpamii B CHUCTEMY
JIOIaTKOBUX PO3POOJICHUX KOMITOHEHTIRB);

KkpocmiaTGopMeHicTh  (MOXKIIMBICTh — TIEPEHECEHHS
JIOZIATKY Ha Pi3Hy IUIaTGopMy ciMeHcTBa omepariiHux
cucteM Windows, MacOS X, Unix),

MeToAu JMOOyBaHHSA  PO3BINYBAJBHUX  JaHUX
nociikyBaHoro o6’ekra (ICP, UDP Tta mpuxoBaHe
CKaHYBaHHS BiIJJAJICHOTO 00’ €KTa);

9ac BUKOHAHHS PO3BiyBAIBHUX 3aXO/IB (3MCHIIICHHS
BUKOPHCTaHHA Yacy Ha T00yBaHHA iHpopMariii);

SIKICTh TOOYTHX PO3BIMYBaJIbHUX JTaHHUX (3BEICHHS 10
MiHIMyMY TTOMHIJIKOBOI ileHTH(IKaIIi 00 €KTa );

IIpore, aHai3 MOCTiKEHD Ta MyOTiKaIlii, a TAKOXK
JIOCBIJI eKCITTyaTallii 3aco0iB KiOEpHETHIHOI PO3BiIKH
(Tabu. 2) moka3sye, o KOJHHHA 3 HUX y MOBHINA Mipi HE
BIJITIOBiZ]a€ HABEICHUM KPUTEPisIM.

Tabauys 2
IMopiBHsSIILHUI aHAJI3 3aC00iB KiOepHEeTHYHOT PO3BigKH
3acobu po3BiKU KiOEpPHETHIHOTO IPOCTOPY
XapaKTepUCTHKU -
P P Strobe | Tep scan | Udp scan | Nmap | Netcat | SuperScan | IpEye | WinScan | WUPS | Fscan

KpocmiardopmeHicTb - - - + - - - - - B
Binkpuricts - - - + - - - - R _
TCP ckaHyBaHHS + + - + + + + + - +
UDP cxanyBaHHs - - + + + - - - + +
IpuxoBaHe ckaHyBaHHsI - - - + - - - B B R

BucHoBKH il mepcneKTUBH NMOAAJIBIINAX
JAOCJiIKEHD

Buxomsun 3 BHIIE3a3HAYEHUX MOPIBHSUIBHUX
XapaKTePUCTHK, MOXIMBO 3pOOUTH BHUCHOBOK, IO
HalOUTBIl CHPUATIUBUM 3ac000M  KibepHEeTHYHOI
PO3BIAKKM € nmap, KW NO3BOJSIE HA IOCTATHHOMY
pPiBHI TPOBECTH pO3BiAYBaJbHI 3aXOJH, IIOJO
JIOCITIKCHHS BiIJaIeHOTO 00’ €KTa MPOTHBHUKA.

BozaHouac, BpaxOBYIOYHM II€PEBard 3a3HAYCHOTO
3aco0y 00yBaHHS pO3BIAYBaJbHUX JaHUX HAJ
IHIIMMU, CIIiJ BIAMITHUTH, IIO B YMOBaX OOMEKCHHS

9yacy JaHuil 1HCTPYMEHT BiIJaJieHOl iAeHTU(IKAIT
JOCIIJDKYBAaHOTO O00’€KTa HE 34aTHHH y KOPOTKI
MPOMDKKH dacy J00yTH OaxkaHy pO3BiIyBalIbHY
iH(OpMAIIifO PO MPOTHBHHUKA.

ToMy 11c OOYMOBIIIOE€ aKTYallbHICTh TOHAIBIINX
JOCITIKeHb, SIKI  TOJSTaloTh y  po3poOlii  Ta
BIIPOBAKEHHI PO3MOAICHOT CUCTEMH KiOEpHETHIHOT
PO3BIAKH TOCIIIKYBAaHOTO 00’ €KTa NMPOTHUBHUKA, IO
JIACTh MOXKITUBICTh CKOPOTUTH BUKOPUCTAHHS Yacy Ha
BUKOHAHHS MOOYBaHHS PO3BiqyBalbHOI iH(MOpMAIi Yy
X011 IPOBEACHHSI PO3BiAYBAJIBHUX 3aX0/IIB.
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Jiist  1mporo  HEOOXiMHO  TPOBECTH  HU3KY
JOCITIJKCHb IOJI0 PO3POOKH e(EeKTHBHOTO 3aco0y
J00yBaHHS PO3BITYBAJIFHUX JAHUX BUKOPUCTOBYIOUU
NUIIXH ~ KOMIUICKCHOTO  BUKOPHCTAaHHS  IIepeBar
aKTHBHOT'O Ta MAacUBHOroO MeToxy ckanyBaHHs [TM, B
OCHOBY (DYHKITIOHYBaHHS SKOTO HEOOXIJHO MOKJIACTH
PO3NOAINICHY CHCTEMY PpaIliOHATBHOTO  PO3IOALIY
(B3aemonii) (yHKIIH MiX TPOTPaMHUMH MOIYIISIMHU
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Hayuonansuwiit ynueepcumem oo6oponst Yxkpaunol umenu Heana Yepuaxoeckozo, Kues, Yxkpauna

B cmamve paccmampusaemcs npobrema Heumpamuzayuu yepo3 HAYUOHANLHOU OE30NACHOCHU 6
KUOEpHemu4ecKkomM npocmpancmee, Komopas 00YCI06IUBAEMCS CIMPEMUMETbHLIM  POCMOM  3A8UCUMOCIU
20CYOapCMEEHHbIX U  BOCHHbIX OpP2AHO8 VAPAGLEHUs OM  UCNOAb308AHUSL AGMOMAMUUPOBAHHBIX CUCTIEM
VApasieHust, KOmopule SGNSIONCs YeIsiMU OCYWeCmaNeHUss KUOEPHemUu4ecko2o 8030eiCmeuss NPOMUGHUKA 6
cyuae 8eposimHo20 60E€HHO-NOAUMUYECKO20 KOHPIUKMA.

Paccmompenvi cnocobwi kubepremuyecko2o 6030eicmaust Ha UHGOPMAYUOHHO-MENEKOMMYHUKAYUOHHbIE
cemu, GKIIOYAIOWUE HECAHKYUOHUPOBAHHBILL OOCMYN, UYMO HAHOCUM  Yujepbd KpPUMUYECKU BANCHLIM
UHPOPMAYUOHHBIM CUCMEMAM, PeCYpCam Uiy UHGoOpMayuu 06we2o u JUYHO20 Xapakmepa nymem HapyuleHusl
KOH@UOEHYUATbHOCMU, YELOCMHOCIU U paboOmOoCcnocoonocmu  UHGOPMAYUOHHO-MENEKOMMYHUKAYUOHHBIX
cemetl, NPOZPAMMHO20 0DechedeHUs U YUPPOBLIX OUHHBIX.

Cmamus  onucviéaem BadxiCHOCMb 0becnedeHus HAYUOHANbHOU 0e30naAcCHOCmU  20Cydapcmea 6
Kubepuemuueckom  npocmpancmee.  Qb6ocHO6AHA — AKMYATbHOCMb U HEOOXOOUMOCHb  NPOBEOeHUs.
Pa36e0bleamenbHblX MepOnpUsmuil 8 KUOEpHemuyeckom npocmpancmee npomughuxa. Onpedenenvi d3mansi,
cocmagnsowue U Memoobl KUbOepHemuyeckoll pazeeoku 6 KUbOepHemuyeckoM RpPOCMpPAHCmEe, d MaKoice
Kpumuyeckue Oamnuvle, KOmopvie HeobX00UMO 000bImMb 8 X00e NPOoBedeHUsl Pa36eObl8AMENbHbLIX MePONPUIMULL
0nsi  obecneuenuss  KOMAHOO8aHusi  uHgopmayuei o npomugnuxe. Paccmompenvl  cpasnumenvhvle
Xapaxmepucmuxy cpeocme pazeeoKu KUOEPHemuyecko2o NpOCMPAHCMEA U ONnpedeienbl Kpumepuu O ux
nocmpoenus. OnpeoenieHvl OCHOBHbIE NPEUMYWECMEA U HeOOCMAMKU AKMUBHO20 U NACCUBHO20 MemMO0Oa 000bIHU
PA38e00AHHbIX U NPeONIONCEH KOMNJIEKCHbIU NO0X00 UCHONb306AHUSL NPEUMYUIeCME KaAdCO020 Memood, Hmo
no360aUM  NOBLICUMb I PekmusHocms  npogedeHust KUOEepHeMmu4eckol pazeeoku 6 UHPOPMAYUOHHO-
MeNeKOMMYHUKAYUOHHBIX CEMSIX.

Knrwouesvle cnosa: nayuonanvnas be3onachocms, KubepHemuieckoe npocmpancmeo,; KubepHemuieckas
paseeoka,; KubepHemuueckoe GnusHue;, HeCAHKYUOHUPOBAHHBIU OOCMYN, UCCIe008AHUsL NPOMUBHUKA, CPeOCmEd
pazeeoku; UHGOPMAYUOHHO-MENLEKOMMYHUKAYUOHHbBLE CemU.
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The article surveys the necessity of taking the measures to neutralize threats to national security in
cyberspace, which are specified with the rapid growth of dependence of state and military authorities on the
using of various automated control systems, which are the targets of the realization of cyber impact of enemy in
case of a possible military-political conflict between countries.

Every second, the dynamic processes take place in the cyberspace which are characterized some
cybernetic activities — an action that provides access to various information resources or intelligence activities
with the using of software and information networks for the purpose of collecting information about information
systems and resources of enemy.

Cyber influence is considered, which includes unauthorized access, which causes damage to critical
information systems, to resources or general information and personal appointment by a breach of
confidentiality, integrity and efficiency of information and information and telecommunication networks
software, digital data, which provides a range of consumer services (telecommunication or information
services).

This article describes the importance of national security in the cyberspace. It is justified the urgency and
the necessity of intelligence activities in cyberspace of the ememy in this article. It is defined the stages,
components and the methods of cybernetic intelligence in cyberspace and critical data is identified which must
be collected in the realization of intelligence activities for providing the headquarters with information gathered
about the enemy. It is considered comparative characteristics of intelligence in cyberspace and it is determined
the main criteria for their construction. The main advantages and disadvantages of active and passive method of
intelligence gathering and integrated approach are proposed with the benefits of each method, which will allow
increasing the efficiency of cybernetic intelligence in information and telecommunication networks.

Keywords: national security; cyberspace; cybernetic intelligence; cybernetic impact;, unauthorized
access, research of enemy; intelligence tools, information and telecommunication networks.
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